
 

 

 
 
 
  
 

CONFIDENTIALITY  
CODE OF CONDUCT 

 
 
 

Primary Intranet Location 
Version 
Number 

Next Review Year 
Next Review 

Month 

Information Management & 

Governance 
3.1 2017 July 

 
 
Current Author Phil Cottis 

Author’s Job Title Information Governance & RA Manager 

Department IM&T 

Ratifying Committee Information Governance Committee 

Ratified Date 14th July 2014 

Owner Barbara Cummings 

Owner’s Job Title Director of Planning & Performance 

 

 

 

It is the responsibility of the staff member accessing this document to ensure that they are 

always reading the most up to date version. This will always be the version on the intranet 

 

 

 



Confidentiality Code of Conduct v3.1  2 

 

 

 

 

 

Related Policies 

 

 

 

Access to Health Records Policy and Procedure 

Confidentiality Audit Policy 

Creation of Corporate Records Procedure 

Disciplinary Policy and Procedure 

Disposal of IT Equipment and Media Policy 

Information Governance Policy 

Information Lifecycle & Records Management Policy 

Information Security Policy 

Interpreter & Translator Policy & Procedure. 

Management of Adverse Events Policy and Procedure 

Safe Haven Procedure 

Serious Untoward Incident Policy and Procedure 

 

 

 

Stakeholders 
 

Information Governance Committee 

Trust Executive Committee 

 

 

 

Version Date Author Author’s Job Title Changes 

V1 

 

March 

2010 

Nic 

McCullagh 

Information 

Governance 

Manager 

 

V2 

 

April 

2012 

Phil Cottis IG & RA Manager Review. Contact details. Formatting 

V3 June 

2014 

Phil Cottis IG & RA Manager Review and format change 

V3.1 July  

2014 

Phil Cottis IG & RA Manager New paragraph on apologising for 

personal data breaches (15.2) 

 

 

Summary  of the  policy 

This code of conduct has been produced to protect staff, by making them aware of the 

correct procedures for making disclosures and dealing with confidential information. 

 

 

 

Key words to assist the search engine 

Caldicott, Confidentiality, Consent, Staff, Sharing, Patient 

 

 

 
 
 



 

Confidentiality Code of Conduct v3.1  3 

 

CONTENTS 
  PAGE 

 
1 INTRODUCTION 4 

2 PURPOSE 4 

3 DEFINITIONS  4 

4 RESPONSIBILITIES 6 

5 THE CONFIDENTIALITY MODEL 7 

6 KEY PRINCIPLES 7 

7 DUTY OF CONFIDENCE  8 

8 DISCLOSING AND USING CONFIDENTIAL INFORMATION 8 

9 PATIENT CONSENT TO DISCLOSURE 9 

10 DISCLOSING WITHOUT CONSENT 9 

11 LEGAL RESTRICTIONS ON DISCLOSURE 10 

12 REQUESTS FOR INFORMATION BY THE POLICE OR MEDIA 11 

13 CONFIDENTIALITY OF PASSWORDS AND SMARTCARDS 11 

14 ABUSE OF PRIVILEGE 11 

15 REPORTING BREACHES OF CONFIDENTIALITY 11 

16 CONFIDENTIALITY AUDITS 12 

17 TRAINING 12 

18 DISSEMINATION OF DOCUMENT  12 

19 REFERENCES 12 

20 EQUALITY IMPACT STATEMENT 12 

21 ARRANGEMENTS FOR MONITORING COMPLIANCE WITH THIS POLICY 13 

APPENDICIES 
 

 

1 EQUALITY IMPACT ASSESSMENT 14 

2 CONFIDENTIALITY DOS AND DON’TS 15 

3 SUMMARY OF LEGAL AND NHS MANDATED FRAMEWORKS 16 

4 REPORTING OF POLICY BREACHES 18 



 

Confidentiality Code of Conduct v3.1  4 

 

CONFIDENTIALITY CODE OF CONDUCT 
 

1 INTRODUCTION 
 

1.1 The purpose of this Confidentiality Policy is to lay down the principles that must be 

observed by all who work within the Queen Elizabeth Hospital King’s Lynn NHS 

Foundation Trust (the Trust) and have access to person-identifiable information or 

confidential information. All staff need to be aware of their responsibilities for 

safeguarding confidentiality and preserving information security. 

 

1.2 All employees working in the NHS are bound by a legal duty of confidence to protect 

personal information they may come into contact with during the course of their work. 

This is not just a requirement of their contractual responsibilities but also a 

requirement within the common law duty of confidence and the Data Protection Act 

1998.  

 
2 PURPOSE 

 

2.1 Under the common law duty of confidentiality, any member of staff may be personally 

liable in a court of law for unauthorised disclosure of personal data. This code of 

conduct has been produced to protect staff, by making them aware of the correct 

procedures for making disclosures and dealing with confidential information. 

 

2.2 The requirement for confidentiality is: 

• A legal requirement based on case law; 

• A requirement established in professional codes of conduct; and 

• Included within the Trust’s employment and other contracts (e.g. honorary, 

voluntary) which is a specific requirement linked directly to the disciplinary process. 

 
3 DEFINITIONS  

 

3.1 Anonymised Information 

This is information which does not identify an individual directly, and which cannot 

reasonably be used to determine identity.  Anonymisation requires the removal of 

name, address, full post code and any other detail or combination of details that might 

support identification. 

 

3.2 Confidential Information 

Confidential information can be anything that relates to patients, staff or any other 

information (such as contracts, tenders etc) held in any form (such as paper or other 

forms like electronic, microfilm, audio or video) howsoever stored (such as patient 

records, paper diaries, computer or on portable devices such as laptops, PDAs, 

Blackberrys, mobile telephones) or even passed by word of mouth. Person identifiable 

information is anything that contains the means to identify an individual. 
 

3.3 Disclosure  

This is the divulging or provision of access to data. 

 

3.4 Explicit Consent 

This means articulated patient agreement. The terms are interchangeable and relate to 
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a clear and voluntary indication of preference or choice, usually given orally or in 

writing and freely given in circumstances where the available options and the 

consequences have been made clear. 

 

3.5 Person Identifiable Data  

Person identifiable information relates to information about a person which would 

enable that person’s identity to be established by one means or another. This might 

include: 

• Name, address, post code, date of birth; 

• Pictures, photographs, videos, audio-tapes or other images of patients; 

• NHS number and local patient identifiable codes; and 

• Anything else that may be used to identify a patient directly or indirectly. For 

example, rare diseases, drug treatments or statistical analyses which have very 

small numbers within a small population may allow individuals to be identified. 

 

Person identifiable information may be in any form including, but not restricted to, the 

following: 

• Paper records or documents; 

• Fax messages; 

• Telephone conversations; 

• E-mail and attachments; and 

• CDs, memory sticks or other portable media. 

 

3.6 Public Interest 

Exceptional circumstances that justify overruling the right of an individual to 

confidentiality in order to serve a broader societal interest. Decisions about the public 

interest are complex and must take account of both the potential harm that disclosure 

may cause and the interest of society in the continued provision of confidential health 

services. 

 

3.7 Sensitive Data 

Data held about an individual which contains both personal and sensitive information. 

There are only seven types of information detailed in the Data 

Protection Act 1998 that are deemed as sensitive: 

• Racial or ethnic origin; 

• Religious or other beliefs; 

• Political opinions; 

• Trade union membership; 

• Physical or mental health; 

• Sexual life; and 

• Criminal proceedings or convictions. 
 

3.8 Staff 

For the purpose of this code of conduct, ‘staff’ is used as a convenience to refer to all 

staff regardless of occupation, including but not restricted to permanent, fixed-term, 

contractors, bank, agency, temporary, honorary, visiting, voluntary and students. 
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4 RESPONSIBILITIES 
 

4.1 Chief Executive 

The Chief Executive has overall responsibility for information security in the Trust.  As 

accounting officer the Chief Executive is responsible for the management of the 

organisation and for ensuring appropriate mechanisms are in place to support service 

delivery and continuity.  Maintaining confidentiality is pivotal to the Trust being able 

to supply a first class confidential service that provides the highest quality patient care. 

The Trust has a particular responsibility for ensuring that it corporately meets its legal 

responsibilities, and for the adoption of internal and external governance 

requirements. 

 

4.2 Senior Information Risk Owner  

An Executive Director has been appointed as the Senior Information Risk Owner (SIRO) 

with overall responsibility for information governance, of which confidentiality is a key 

part. 

 

4.3 Caldicott Guardian  

The Trust’s Caldicott Guardian has a particular responsibility for reflecting patients’ 

interests regarding the use of patient identifiable information. The Caldicott Guardian 

is responsible for ensuring patient identifiable information is shared in an appropriate 

and secure manner. 

 

4.4 Information Governance Committee  

The Information Governance Committee is responsible for ensuring that this code of 

conduct is implemented, including any supporting guidance and training deemed 

necessary to support the implementation, and for monitoring and providing Board 

assurance in this respect. 

 

4.5 Information Governance & RA Manager 

The Information Governance Senior Manager is responsible for maintaining the 

currency of this code of conduct, providing advice on request to any member of staff 

on the issues covered within it, and ensuring that training is provided for all staff 

groups to further their understanding of the principles and their application. 

 
4.6 Senior Managers 

Senior Managers are responsible for ensuring that the policy and its supporting 

standards and guidelines are built into local processes and that there is on-going 

compliance. They must ensure that any breaches of the policy are reported, 

investigated and acted upon via the Incident Reporting Procedure. 

 
4.7 All Staff 

Confidentiality is an obligation for all staff. Staff should note that they are bound by 

the Confidentiality: NHS Code of Practice 2003. There is a Confidentiality clause in their 

contract and that they are expected to participate in induction, training and awareness 

raising sessions carried out to inform and update staff on confidentiality issues. Any 

breach of confidentiality, inappropriate use of health or staff records, or abuse of 

computer systems is a disciplinary offence, which could result in dismissal or 

termination of employment contract, and must be reported. 

 

 

 



Confidentiality Code of Conduct v3.1  7 

 

 

PROTECT 

 

INFORM 

 

PROVIDE 
CHOICE 

IMPROVE 

5 THE CONFIDENTIALITY MODEL 
 

5.1 The confidentiality model outlines the requirements that must be met in order to 

provide patients with a confidential service. Staff must inform patients of the intended 

use of their information, give them the choice to give or withhold their consent, as 

well as protecting their identifiable information from unwarranted disclosures. These 

processes are inter-linked and should be on going to aid the improvement of a 

confidential service. 
 

5.2 The four main requirements are: 

 

 PROTECT – look after person 

identifiable information 

 INFORM – ensure that patients are 

aware of how their information is used 

 PROVIDE CHOICE – allow patients to 

decide whether their information can 

be disclosed or used in particular ways 

 IMPROVE – always look for better ways 

to protect, inform and provide choice 
 
 
 
 
 

6 KEY PRINCIPLES 
 

6.1 All staff must ensure that the following principles are adhered to: 

• Person-identifiable or confidential information must be effectively protected 

against improper disclosure when it is received, stored, transmitted or disposed of; 

• Access to person-identifiable or confidential information must be on a need-to-

know basis; 

• Disclosure of person identifiable or confidential information must be limited to 

that purpose for which it is required; 

• Recipients of disclosed information must respect that it is given to them in 

confidence; 

• If the decision is taken to disclose information, that decision must be justified and 

documented; and 

• Any concerns about disclosure must be discussed with either your Line Manager or 

the Information Governance Team. 

 

6.2 The Trust is responsible for protecting all the information it holds and must always be 

able to justify any decision to share information. 

 

6.3 Person-identifiable information, wherever possible, must be anonymised by removing 

as many identifiers as possible whilst not unduly compromising the utility of the data. 

 

6.4 Access to rooms and offices where PCs are present or person identifiable or 

confidential information is stored must be controlled. Doors must be locked with keys, 
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keypads or accessed by swipe card. In mixed office environments measures should be in 

place to prevent oversight of person identifiable information by unauthorised parties. 
 

6.5 All staff should clear their desks at the end of each day. In particular they must keep all 

records containing person-identifiable or confidential information in recognised filing 

and storage places that are locked. 
 

6.6 Unwanted printouts containing person-identifiable or confidential information must 

be put into a confidential waste bin and must not be left lying around but be filed and 

locked away when not in use. 
 

6.7 Your Contract of Employment includes a commitment to confidentiality. Breaches of 

confidentiality could be regarded as gross misconduct and may result in serious 

disciplinary action up to and including dismissal. 

 
7 DUTY OF CONFIDENCE  

 

7.1 Patients entrust us with, or allow us to gather, personal and often sensitive 

information relating to their health and other matters as part of seeking treatment. 

They do so in confidence and have the legitimate expectation that staff will respect 

their privacy and act appropriately. In some circumstances patients may lack the 

competence to extend this trust, or may be unconscious, but this does not diminish the 

duty of confidence. A key guiding principle is that a patient’s health records are made 

to support that patient’s healthcare. 

 

7.2 A duty of confidence arises when one person discloses information to another (e.g. 

patient to clinician) in circumstances where it is reasonable to expect that the 

information will be held in confidence.  

 

7.3 Information that can identify individual patients must not be used or disclosed for 

purposes other than healthcare without the individual’s explicit consent, some other 

legal basis, or where there is a robust public interest or legal justification for doing so. 

(See later sections ‘Disclosing without consent’ and ‘Legal restrictions on disclosure’.) In 

contrast, anonymised information is not confidential and may be used with relatively 

few constraints. 

 

7.4 Staff must ensure that the obtaining of information is fair and necessary, and that the 

recording and verifying of the information is accurate and consistent. Patients must be 

informed of the importance of providing complete and accurate information. 

 
8 DISCLOSING AND USING CONFIDENTIAL INFORMATION 

 

8.1 It is extremely important that patients are made aware of information disclosures that 

must take place in order to provide them with the highest quality care. In particular, 

clinical governance and clinical audits might not be obvious to patients, and should be 

drawn to their attention. Similarly, the need to share information between members of 

different care teams and between different organisations involved in their healthcare 

provision should be explained. This is particularly important where disclosure extends 

to non-NHS bodies, such as Social Services. 
 

8.2 Many uses of confidential patient information do not contribute to or support the 

healthcare that the patient receives. Very often these other uses are extremely 
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important and provide benefits to society, such as medical research, public health, 

health service management and financial audit. However, as they are not directly 

linked to the healthcare that patients receive, it cannot be assumed that patients are 

happy for their information to be used in this way and so this must be checked. 
 

8.3 Staff need to be aware that information disclosures of their personal information are 

also necessary at times to facilitate their employment and / or training. This may 

include, but is not limited to, disclosures to non-NHS bodies, such as training providers 

and support companies. 
 

9 PATIENT CONSENT TO DISCLOSURE 
 

9.1 Patients have the right to object to the use and disclosure of their personal information 

and need to be aware of this right. Staff must therefore ensure that patients are made 

aware that the information the patient gives may be recorded and shared, and the 

purposes for which this may apply (e.g. direct provision of healthcare, clinical audit, 

research etc).  
 

9.2 Staff should check that information about the choices available in respect of how 

information is used or shared is given, and whether the patient has any questions or 

concerns regarding this. Staff should be able to answer any questions or concerns 

about the use of the personal information. If they are unable to answer the questions 

or concerns, staff should be able to direct the questions or concerns to their line 

manager or another member of staff who can provide the answer. If the line manager 

or other team member is unable to answer the questions or concerns, advice and 

guidance can be sought from the Caldicott Guardian, SIRO or other appropriate 

member of the IG Committee. 
 

9.3 Staff should be able to explain the implications of disclosing or not disclosing 

information so that the patient can make valid choices. Sometimes this may mean that 

the care that can be provided is limited and, in extremely rare circumstances, that it is 

not possible to offer certain treatment options. Patients must be informed if their 

decisions about disclosure have implications for the provision of care or treatment. 

However, patients do continue to have the right to object to the disclosure of 

confidential information. Where the patient is competent to make this decision, this 

should be respected.  
 

9.4 Care must be taken to ensure that the ‘You information, your rights’ Leaflet describing 

how personal information is shared is provided in a suitable format (e.g. Braille, audio 

tape) or language that is accessible. Staff should also be aware of the provision of 

translation services where necessary. For further guidance refer to the Interpreter & 

Translator Policy & Procedure. 
 

10 DISCLOSING WITHOUT CONSENT 
 

10.1 There are rare circumstances where a decision to disclose without consent may be 

warranted. These include: 

• In the public interest / to protect the public (e.g. murder, rape, serious risk of harm 

could warrant breaching confidentiality); and 

• Court order. 
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10.2 In the public interest / to protect the public: Under common law, staff are permitted to 

disclose personal information in order to prevent and support detection, investigation 

and punishment of serious crime and / or to prevent abuse or serious harm to others 

where they judge (on a case by case basis) that the public good that would be achieved 

by the disclosure outweighs both the obligation of confidentiality to the individual 

patient concerned and the broader public interest in the Trust’s provision of a 

confidential service. Definitions are not clear but examples include murder, rape, child 

protection concerns, assault or the spread of an infectious disease. However, all 

requests for information from the Police must be directed to the Complaints and Legal 

Services department, as per section 12 ‘Requests for information by the police or 

media’. 
 

10.3 Whoever authorises the disclosure must make a clear and accurate record of the 

circumstances, the advice sought and the decision making process followed so that 

there is clear evidence of the reasoning used and the prevailing circumstances. 

Disclosures should also be proportionate and be limited to relevant details. It may be 

necessary to justify such disclosures to the courts or to regulatory bodies.  
 

10.4 Where possible, the issue of disclosure should be discussed with the individual 

concerned and consent sought. Where consent is not given, the individual should be 

told of any decision to disclose against their wishes. This will not be possible in certain 

circumstances, for example where the likelihood of a violent response is significant, or 

where informing a potential suspect in a criminal investigation might allow them to 

evade custody, destroy evidence or disrupt an investigation. 
 

10.5 Court order: A written request from the Police that is backed by a Court Order, stating 

exactly what information is needed and its purpose. This does not require the consent 

of the patient but they should be informed, preferably prior to disclosure. Disclosures 

must be strictly in accordance with terms of the court order and to the bodies specified 

in the order. Where staff are concerned that a court order requires disclosure of 

sensitive information that is not germane to the case in question, they may raise ethical 

concerns with the judge or presiding officer. However, if the order is not amended it 

must be complied with. A clear and accurate record of the circumstances should be 

kept. 
 

11 LEGAL RESTRICTIONS ON DISCLOSURE 
 

11.1 There are special restrictions on disclosure in the following circumstances: 

• Sexually transmitted diseases; and 

• Human fertilisation and embryology. 
 

11.2 Sexually transmitted diseases: All necessary steps must be taken to ensure that any 

information capable of identifying an individual with respect to examination or 

treatment for any sexually transmitted disease (including HIV and AIDS) shall not be 

disclosed except: 

• Where there is explicit patient consent to do so; 

• For the purpose of such treatment or prevention; and 

• For the purpose of communicating that information to only those staff directly 

involved with the treatment of persons suffering from such disease or the 

prevention of the spread thereof. 
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11.3 Human fertilisation and embryology: Disclosure restrictions apply to treatments where 

individuals can be identified.  Generally explicit consent is required, except in 

connection with the: 

• Provision of treatment services, or any other description of medical, surgical or 

obstetric services, for the individual giving the consent; 

• Carrying out an audit of clinical practice; and 

• Auditing of accounts. 
 

12 REQUESTS FOR INFORMATION BY THE POLICE OR MEDIA 
 

12.1 Requests for information from the Police must be directed to the Complaints and Legal 

Services department. Please contact the Legal Services Support Officer on ext 3429 or 

email Legal.Services@qehkl.nhs.uk 

  

12.2 Any requests for information from the media (e.g. newspapers, TV companies etc) 

should be directed to the Trust Communications Team: Telephone ext 3216 during 

office hours or 07557 012663 or 07557 012662 outside of office hours. 
 

13 CONFIDENTIALITY OF PASSWORDS AND SMARTCARDS 

  

13.1 Passwords issued to or created by staff should be regarded as confidential and must be 
kept secure. Password must not be communicated to anyone and staff must not use 

someone else’s password to gain access to information. 

  

13.2 Smartcards are issued to staff for their own use only. Smartcards must not be shared, 

must not be left unattended nor the password communicated to anyone else.  

 
14 ABUSE OF PRIVILEGE 

 

14.1 It is strictly forbidden for employees to knowingly browse, search for or look at any 

information relating to themselves, their own family, friends or other persons, without 

a legitimate purpose. Action of this kind will be viewed as a breach of confidentiality 

and of the Data Protection Act. 
 

14.2 The Data Protection Act legislates that there is a requirement for the Trust not to 

disclose third party information which may be held in a health record when someone is 

exercising their right of access, this cannot be complied with if staff directly access 

their, a family member’s or friend’s record. 

 

14.3 In addition, it is DoH policy that staff should not be in a more privileged position 

than the general public so that they should not be accessing their records when this 

is not something that is not available to the general public.  
 

14.4 Requests for access should be made by writing to legal Services via the Trust Access 

to Health Records Policy & Procedure, even if a family member says they give their 

consent. 
 

15 REPORTING BREACHES OF CONFIDENTIALITY 
 

15.1 Breaches of confidentiality and near misses must be reported in accordance with the 

mailto:Legal.Services@qehkl.nhs.uk
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Management of Adverse Events Policy and Procedure, and where applicable, the 

Serious Untoward Incident Policy and Procedure.  
 

15.2 The Trust will formally write to patients, staff etc to explain and apologise for every 

personal data breach (except near misses) reported by the Trust and undertakes to 

provide details of the actions taken to prevent recurrence. 

 
16 CONFIDENTIALITY AUDITS 

 

16.1 Good practice requires that all organisations that handle person identifiable or 

confidential information put in place processes to highlight actual or potential 

confidentiality breaches in their systems, and also procedures to evaluate the 

effectiveness of controls within these systems. 

 

16.2 All work areas within the Trust, which process (handle) confidential patient 

information will be subject to confidentiality audit procedures.   

 
17 

 

TRAINING 

17.1 

 

Support to implement this policy will be provided by the IG Team at Corporate 

Induction and Refresher IG training sessions. 

 

18 DISSEMINATION OF DOCUMENT  

 

18.1 Following approval by the Information Governance Committee, this code of conduct 

will be uploaded onto the Trust intranet site under ICT and on the Information 

Governance intranet page. Policy notification will be through a broadcast email and 

through the Information Governance Newsletter.  

 
19 REFERENCES 

 

19.1 References to Standards   

 Information Governance Toolkit v.12 
 

19.2 Legislation 

 Computer Misuse Act (1990)  

 Data Protection Act (1998) 

 Human Rights Act (1998) 

 

19.3 Guidance 

 Ensuring Security and Confidentiality in NHS Organisations (E5498) 

 NHS Confidentiality Code of Practice (November 2003) 

 NHS Confidentiality Code of Practice - Supplementary Guidance: Public Interest 

Disclosures (November 2010) 

 

20 EQUALITY IMPACT STATEMENT 

 

20.1 A Stage 1 (Screening) - Equality Impact Assessment has been undertaken and no 

negative impact on any group was indicated (see Appendix 1). 
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21 MONITORING COMPLIANCE 
 

21.1 Compliance with this policy will be monitored in the following manner (see table 

below): 

 
Key elements (Minimum 
Requirements) 
 

Process for Monitoring  (e.g. audit) By Whom 
(Individual / 
group 
/committee) 

Frequency 
of 
monitoring 

Roles and responsibilities 

 

Monitored at appraisal, 

following review of the 

individual’s knowledge & skills 

framework (KSF) together with 

the job description. 

 

Line manager Annually 

How the organisation 

provides IG Training. In 

house training sessions are 

delivered regularly 

throughout the year to meet 

the needs of the Trust 

Electronic Staff Record 

(ESR) is utilised to identify 

all staff who are non- compliant 

 

IG Team Monthly 

Reducing the number of 

confidentiality breaches 

Management of incidents 

relating to Information 

Governance 

 

IG Team Monthly  

Ensuring best practice across 

the Trust 

Undertaking Information 

Security Audits (as part of 

Confidentiality Audits) 

 

IG Team Monthly 
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APPENDIX 1 
 
EQUALITY IMPACT ASSESSMENT 
Equality Impact Assessment Tool 

(To be completed and attached to any policy document when submitted to the 

appropriate committee for ratification.)         

STAGE 1 - SCREENING 
Name & Job Title of Assessor: Phil Cottis 
– IG & RA Manager 

Date of Initial Screening: 07/05/10 

Policy or Function to be assessed: Confidentiality Code of Conduct 

  Yes/No Comments 

1. Does the policy, function, service or project 
affect one group more or less favourably than 

another on the basis of: 

  

  Race & Ethnic background   

  Gender including transgender   

  Disability:- This will include consideration in 

terms of impact to persons with learning 

disabilities, autism or on individuals who 

may have a cognitive impairment or lack 

capacity to make decisions about their care  

  

  Religion or belief   

  Sexual orientation    

  Age   

    

2. Does the public have a perception/concern 
regarding the potential for discrimination? 

  

If the answer to any of the questions above is yes, please complete a full Stage 2 Equality 
Impact Assessment. 
 If the answer to any of the questions above is yes, please complete a full Stage 2 Equality 
Impact Assessment. 
 
Signature of Assessor: Phil Cottis   Date: 18/06/2014 
 
Signature of Line Manager:      Date: 18/06/2014 
Michael Brown: Deputy Director Non-Clinical Services & Performance Management                                     
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APPENDIX 2: CONFIDENTIALITY DOS AND DON’TS 
 
Dos 

• Do safeguard the confidentiality of all person-identifiable or confidential 

information that you come into contact with. This is a statutory obligation on 

everyone working on or behalf of Trust; 

• Do clear your desk at the end of each day, keeping all portable records containing 

person-identifiable or confidential information in recognised filing and storage 

places that are locked at times when access is not directly controlled or supervised; 

• Do switch off computers with access to person-identifiable or business confidential 

information, or put them into a password protected mode, if you leave your desk 

for any length of time.; 

• Do ensure that you cannot be overheard when discussing confidential matters; 

• Do challenge and verify where necessary the identity of any person who is making 

a request for person-identifiable or confidential information and ensure they have 

a need to know; 

• Do share only the minimum information necessary; 

• Do transfer person-identifiable or confidential information securely when necessary 

i.e. use an nhs.net email account to send confidential information to another 

nhs.net email account or to a secure government domain e.g. gsi.gov.uk; 

• Do seek advice if you need to share patient/person-identifiable information 

without the consent of the patient/identifiable person’s consent, and record the 

decision and any action taken; 

• Do report any actual or suspected breaches of confidentiality; and 

• Do participate in induction, training and awareness raising sessions on 

confidentiality issues. 

 
Don’ts 

• Don’t share passwords or leave them lying around for others to see; 

• Don’t share information without the consent of the person to which the 

information relates, unless there are statutory grounds to do so; 

• Don’t use person-identifiable information unless absolutely necessary, anonymise 

the information where possible; and 

• Don’t collect, hold or process more information than you need, and do not keep it 

for longer than necessary. 
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APPENDIX 3: SUMMARY OF LEGAL AND NHS MANDATED FRAMEWORKS 
 

The Trust is obliged to abide by all relevant UK and European Union legislation. The 

requirement to comply with this legislation shall be devolved to employees and agents 

of Trust, who may be held personally accountable for any breaches of information 

security for which they may be held responsible. Trust shall comply with the following 

legislation and guidance as appropriate: 

 
Data Protection Act (1998)  
 

The Act regulates the use of ‘personal data’ and sets out eight principles to ensure that 

personal data is: 

1.  Processed fairly and lawfully; 

2.  Processed for specified and lawful purposes; 

3.  Adequate, relevant and not excessive; 

4.  Accurate and where necessary kept up to date; 

5.  Not kept longer than necessary, for the purpose(s) it is used; 

6.  Processed in accordance with the rights of the data subject under the Act; 

7.  Appropriate technical and organisational measures are be taken to guard against 

unauthorised or unlawful processing, accidental loss or destruction of, or damage 

to, personal data 

8.  Not transferred to countries outside the European Economic Area (EEA) without an 

adequate level protection in place. 

 
Human Rights Act (1998) 

 

Article 8 of the Act refers to an individual’s ‘right to respect for their private and family 

life, for their home and for their correspondence’. This means that public authorities 

should take care that their actions do not interfere with these aspects of an individual’s 

life. 

 
Computer Misuse Act (1990)  

 

The Act makes it illegal to access data or computer programs without authorisation and 

establishes three offences: 

1.  Unauthorised access data or programs held on computer e.g. to view test results on 

a patient whose care you are not directly involved in or to obtain or view 

information about friends and relatives. 

2.  Unauthorised access with the intent to commit or facilitate further offences e.g. to 

commit fraud or blackmail. 

3.  Unauthorised acts the intent to impair, or with recklessness so as to impair, the 

operation of a computer e.g. to modify data or programs held on computer 

without authorisation. 
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NHS Confidentiality Code of Practice (2003) 
 

The NHS Confidentiality Code of Practice outlines for main requirements that must be 

met in order to provide patients with a confidential service: 

• Protect patient information; 

• Inform patients of how their information is used; 

• Allow patients to decide whether their information can be shared; and 

• Look for improved ways to protect, inform and provide choice to patients. 

 
The Caldicott Report (1997)  

 

The report recommended that a series of principles be applied when considering 

whether confidential patient-identifiable information should be shared: 

1. Justify the purpose(s) of using confidential information; 

2. Do not use patient-identifiable information unless it is absolutely necessary; 

3. Use the minimum necessary patient-identifiable information that is required; 

4. Access to patient-identifiable information should be on a strict need-to-know basis; 

5. Everyone with access to patient-identifiable information should be aware of their 

responsibilities; 

6. Understand and comply with the law; 

The Caldicott 2 Report (2013) added a seventh principle: 

7. The duty to share information can be as important as the duty to protect patient 

confidentiality 
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APPENDIX 4: REPORTING OF POLICY BREACHES 
 
What should be reported? 

Misuse of personal data and security incidents must be reported so that steps can be 

taken to rectify the problem and to ensure that the same problem does not occur 

again. 

 

All breaches should be reported to the IG & RA Manager via Datix. If staff are unsure as 

to whether a particular activity amounts to a breach of the policy, they should discuss 

their concerns with their Line Manager or Information Governance staff. The following 

list gives examples of breaches of this policy which should be reported: 

• Sharing of passwords; 

• Unauthorised access to Trust systems either by staff or a third party; 

• Unauthorised access to person-identifiable information where the member of staff 

does not have a need to know; 

• Disclosure of person-identifiable information to a third party where there is no 

justification and you have concerns that it is not in accordance with the Data 

Protection Act and NHS Code of Confidentiality; 

• Sending person-identifiable or confidential information in a way that breaches 

confidentiality; 

• Leaving person-identifiable or confidential information lying around in public 

access area; 

• Theft or loss of person-identifiable or confidential information; and 

• Disposal of person identifiable or confidential information in a way that breaches 

confidentiality i.e. disposing off person identifiable information in ordinary waste 

paper bin. 
 
Seeking Guidance 

It is not possible to provide detailed guidance for every eventuality. Therefore, where 

further clarity is needed, the advice of a Senior Manager or Information Governance 

staff should be sought. 

 
Reporting of Breaches 

A regular report on breaches of confidentiality of person identifiable or confidential 

information shall be presented to the Information Governance Committee. The 

information will enable the monitoring of compliance and improvements to be made 

to the policy and procedures. 


