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Digital & Data Strategy 2022 - 2025

Digital services, historically referred to as ‘ICT’ or ‘IT’, has 
traditionally been perceived as an out of sight back-office 
function.  

Something that is hidden and only called upon when 
something fails to work or is in response to a discrete, 
tactical issue.  Our Trust has, until recently, failed to embrace 
the transformational power of Digital in the context of 
improvements to patient care and operational efficiencies.  
Too often, Digital has been seen as purely a transactional 
commodity within our environment and not one to support 
our Trust’s transformational journey.

This Digital and Data Strategy has been developed through 
substantial engagement with key strategic, operational, 
clinical and digital stakeholders both internally and across 
the Norfolk and Waveney health and care system to set 
our direction of travel for the next three years.  Further, the 
strategy is aligned the recent national guidance, notably the 
‘What Good Looks Like’ framework; ensuring the strategy 
provides a consistent message in support our overall Trust 
strategy.  

As expected, this document and its associated intended 
actions underpin the key deliverables of our overall 
Corporate Strategy noting the need to, not only further 
improve our traditional digital maturity, but make significant 
strides in terms of real-time information reporting and self-
service.

Additionally, the Digital Team has reflected on feedback 
from previous project implementations and noted the 
importance of appropriate change support and the huge 
part our clinical and operational colleagues must undertake 
in delivering against the actions outlined in this strategy.  
We’ve ensured the clinical voice is heard clearly within 
the document and explicitly emphasised this during our 
socialisation of the strategy.

Nigel Hall       Chief Digital & Information Officer
Dr Lisa Cooke       Chief Clinical Information Officer
Merwyn Agcaoili     Chief Nursing Information Officer

foreword
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This is a time of great change within the NHS generally 
and for QEH specifically.  The Trust has made significant 
progress in the past three years, and this has been 
recognised by the Care Quality Commission (CQC) who in 
February 2022 rated the Trust as ‘Good’ in all of the core 
services inspected and recommended that the Trust moves 
out of the Recovery Support System (formerly special 
measures).  The associated Improvement Plans for Digital 
and Information Services are included within this strategy.

This strategy considers the national, regional, and local 
strategic context, as well as learning from the ongoing 
COVID-19 pandemic and is designed to inform the 
planning for a new Queen Elizabeth Hospital bid as part 
of the national New Hospitals Programme (NHP) and for 
the introduction of a shared Electronic Patient Record (EPR) 
across the three acute Trusts in Norfolk and Waveney.

We are starting to plan now for the opportunities 
offered by a new hospital in the hope that our bid for a 
much-needed new hospital is successful and recognising 
that this is the only long-term solution for QEH.  Although 
most of the digital technology anticipated for the new 
hospital would be delivered beyond the timeframe of this 
strategy, the activities we propose here are designed to 
prepare us for that once in a generation opportunity. 

As well as the infrastructure and applications which we 
will implement ahead of the new hospital, we will take this 
opportunity to develop a ‘digital-first’ culture, where our 
staff are digitally literate and well-prepared to accept and 
exploit digitally-enabled transformation.

Figure 1.1: High Level Timeline for Digital Strategy below 
sets out the key phases of development:

Speaking at a conference in February 2022, the Secretary of State for Health and Social Care said that he wants 90% of NHS 
trusts to have an Electronic Patient Record (EPR) in place by December 2023, with the remaining 10% being in the process of 
implementing them.

Introduction1.

Figure 1.1: High Level Timeline for Digital Strategy

Digitise: 
Building the digital 
foundations
(Years 1-10)

10-Year strategic vision & principles (Refreshed 3-Yearly)

Connect: 
Building Electronic 
Patient Records (EPR) 
(Years 3-10)

Transform: 
Full digital 
hospital
(Years 7-10)

3 Year Action Plan
(refreshed annually)

• EPR business case & 
procurement

• PR readiness activities 

• Developing the infrastructure 
including mobile working 
*Enhancing digital support 
arrangements (move to 24/7) 

• Optimising current systems 
and tactical developments 
(eObseravtions,Patient Centre, 
Order Communications 
System, etc.)

• Automating Business 
Intelligence (BI) production

• Developing EPR maturity 
ready for the digital hospital, 
EPR optimisation and 
benefits realisation

• Building connectivity with 
system partners

• Improving direct digital 
offerings to patients

• Developing wearables, 
remote monitoring and 
clinical decision support

• Delivering system-wide 
business innovation solutions

• Smart triage and scheduling 
(predictive models to 
channel patients to the most 
appropriate services)

• Command Centre Control  
(real-time information for 
operational management, 
linked to digital twin for 
predictive modelling)

• Smart beds (automating 
patient monitoring)

• Automated dispensing cabinets 
system partners

• Improving direct digital 
offerings to patients’ solutions
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This, in turn, enables us to support the ICS and Trust 

clinical strategies in developing cross-organisational 

pathways, enabling our clinical and operational staff 

to work effectively from any location within the ICS, or 

remotely, with access to the full patient record.

We have started from a low base of digital maturity, 

being in the bottom three Trusts in the country for 

digital maturity levels in 2017/18.  We have made some 

significant improvements to our digital infrastructure 

recently, including upgrades to our networks and 

data centres, rolling out many more mobile devices to 

users and significantly improving our ability to support 

remote working.  These plans were set out in a Digital 

Roadmap in 2020. 

(see Figure 1.2: QEH Digital Roadmap 2020/21 - following page).

DIGITAL 
ROADMAP

Our EPR Strategic Outline Case (SOC) has been approved 
and we are currently developing the Outline Business 
Case and actively progressing readiness activities.  This 
initiative will significantly accelerate our journey towards 
removing our reliance on paper and improve our ability 
to communicate effectively with Integrated Care System 
(ICS) partners, including primary and community care. 
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2022 - 2025 Digital & Data StrategyIn August 2020, our Senior Leadership Team agreed 
the digital priorities for our Trust for 2020/21 and 
also the creation of several new posts to support our 
investment and digital development which will make 
our hospital safer for patients and easier and more 
efficient for staff.

Patient  
observations 
Management 
System (POMS)
Giving all nurses the tools to enter 
vital signs data electronically using 
mobile devices & escalate
appropriately in a more
timely way. Supporting 
improvements in patient care and 
outcome.

Electronic 
Patient Record 
(EPR)

The EPR is the big system 
ticket item where we will be 
working closely with our James 
Paget (JPUH) and our Norfolk 
& Norwich hospital (NNUH) 
colleagues. This is a collaborative 
programme of work spanning 
numerous staffing groups and 
will likely affect a significant 
number of our staff.

Single 
Sign-On
One account & password so 
staff will not have to recall 
multiple passwords for each 
system.

Maximising 
the use of 
Technology
Extending the use of Web ICE 
to enable electronic referrals & 
electronic requesting 
Trust-wide

Radiology & 
PACS
Implementing New: 
Radiology Information System (RIS)

Picture Archiving Communication 
System (PACS)
Including Electronic Requesting.

Creation of several new posts 
including Cyber Security 
Manager, Head Of Digital & 
additional Project Managers 
to support our investment & 
digital development which 
will make our hospital safer 
for patients and easier & more 
efficient for staff.

Trust email on 
personally - 
owned devices
Access to email & office365 
on personal devices.

Streamline 
remote Access
It switches on & “just works”
Any place, Anytime, Anywhere
(Internet connection required)

Electronic 
Prescribing & 
Medicines 
Administration 
(EPMA)

Creation of several new posts 
including Cyber Security 
Manager, Head of Digital & 
additional Project Managers to 
support our investment & digital 
development which will make 
our hospital safer for patients 
and easier & more efficient for 
staff.

Wristbands
Implementation of GS1 
compliant wristbands 
Including QR Codes. 
Enabling verification of 
patients and point of care 
scanning to match product 
date i.e: medication/
instruments to patient data. 
Supporting the improvement 
of patient safety.

digital 
roadmap
Contacts:
Chief Nursing information Officer 

Merwyn Agcaoili ×3130
Chief Clinical Information Officer 
Dr Usa Cooke x3030
Head of Digital

Nigel Hall x4749
Digital Service Desk

x4422

early 
2021

autumn 
2020

Figure 1.2: QEH Digital Roadmap 2020/21

2021 &
Beyond



8

Digital & Data Strategy 2022 - 2025

Since the publication of this roadmap, the following
projects have been completed:

• Email on personal devices
• Streamlined remote access
• Radiology Information System/PACS phase 1 
• Electronic Prescribing & Medicines Administration 

(EPMA)
• EPMA (Outpatients and Theatres pending)
• Implementation of Single Sign-On

We need to continue this programme of stabilisation, 
modernisation, and improvement through the life of this 
strategy and also begin to enhance our user and technical 
support services as the use of systems and technology  
becomes ever more central to the effective delivery of 
clinical services and the running of the hospital. Actions 
which are still relevant to be carried forward into this  Digital 
Strategy are the implementation of the Electronic Patient 
Record (EPR) and the Patient Observations Management 
System (POMS).

Although the new shared EPR solution will replace many of 
our current clinical and administrative applications, this will 
not be fully operational for 2-3 years and therefore we are 
proposing to devote effort and investment in the interim 
into optimising the usage of the systems we already have, 
such as the Patient Administration System (PAS), Electronic 
Test Requesting and Results Reporting (WebICE) and 
Electronic Prescribing and EPMA. 

We will also go ahead with the introduction of a Patient 
Observations Management Solution (POMS).

Our Information Services function will also be the focus of 
improvement, with a move to automate the production of 
information as far as possible, allowing for greater focus 
on the analysis and interpretation of Business Intelligence.

In summary, the focus for this strategy is on building on 
the strong foundations we now have in place for Digital 
and Data – making the best use of the investment we 
have made to date, helping our people to prepare for a 
more digital environment and laying strong foundations for 
the significant changes to come with the introduction of 
EPR, and later, potentially, a digitally-enabled brand-new 
hospital.By clearly setting out our Digital and Data Strategy, the 

following stakeholders will be able to:

Digital Teams

Set digital work 
programmes in line with 
strategy delivery

Understand the priorities 
for their work

Understand how their 
work fits into the wider 
context

Receive Board-level 
recognition and 
endorsement

Board & Senior 
Management

Understand how our 
digital strategy supports 
national and local 
strategic priorities

Understand the key 
themes for digital 
investment

Understand the high - 
level timeline for delivery 
of major digital
programmes across the 
ICS

Endorse the direction of 
travel for Digital Services 
across the ICS

Set the framework 
for approval of future 
digital investment cases

Monitor progress 
towards agreed
digital goals

Be assured that plans 
for digital developments 
align with the New 
Hospital Programme 

Clinical & 
operational staff

Understand when digital
developments are 
expected

Understand how 
the plans for the 
new hospital will be 
supported by modern 
digital technology

Be aware and have 
knowledge of
new technologies that 
could become available 
to their speciality

Understand how digital
technology can act as 
an enabler for digital 
transformation and
influence priorities and 
design decisions

Patients 

Understand when digital
developments are expected

Influence priorities & 
design decisions

Understand how the plans 
for the new hospital will 
be supported by modern 
digital technology
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In developing this strategy, we have sought views and input 
from a range of key stakeholders.  A full list of interviewees 
can be found in Appendix A.

These requirements have been built into our strategic themes 
and action plans in later sections of this document.

At key points in this document, included at the end of each 
strategic theme section, we have included the views from our 
key clinical stakeholders:

1.1.  Approach to developing this strategy

The introduction of an EPR will revolutionise how we 
deliver patient-centred care. Having all of the relevant 
information at our fingertips, in the clinical  
environment, will enable smarter, swifter, and safer 
clinical decision-making.

The use of digitally-enabled technology within the 
clinical environment will improve patient flow, allow 
patients to receive care at home and help prioritise 
precious bed days for those most clinically in need.

This strategy considers the revised national and 
local strategic context and learning from the 
ongoing COVID-19 pandemic and is designed to 
inform the planning for the new Queen Elizabeth 
Hospital as part of the national New Hospitals 
Programme (NHP).

Clinical
Voice:
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This section looks at the strategic and policy context in which the Trust operates and identifies areas which this strategy needs 

to address

The NHS Long-Term Plan 2019 (LTP) provides the 
overarching strategic direction for a new service model 
which focusses on the treatment of illness through 
joined-up care across a broad range of organisations in 
the optimal care setting.  It describes the importance of 
technology in achieving this future NHS; setting out the 
critical priorities that will support digital transformation and 
provide a step change in the way the NHS cares for patients.

The NHS 2022/23 priorities and operational planning 
guidance makes this explicit, including a priority to: 

‘Exploit the potential of digital technologies to transform 
the delivery of care and patient outcomes – achieving a 
core level of digitisation in every service across systems.’  It 
emphasises the need to use digital to help the NHS address 
both its long-term challenges and the immediate task of 
recovering from the pandemic. It identifies support for 
health and care systems to ‘level-up’ their digital maturity, 
and ensure they have a core level of infrastructure by 2025. 

It describes how NHS organisations must finalise 
costed three-year digital investment plans by June 
2022 which:

• Include provisions for managing Cyber Security risk 
• Reflect ambitions to consolidate purchasing and 

deployment of digital capabilities, such as electronic 
patient records and workforce management systems, 
at system level where possible 

• Set out the steps being taken locally to support digital 
inclusion 

• Consider how digital services can support the NHS Net 
Zero Agenda

Furthermore, NHS England/Improvement state: 
The 2021 Department of Health and Social Care (DHSC) 
policy paper ‘Data saves lives: reshaping health and social 
care with data’ states: 

“When facing the greatest public health emergency 

that this country has tackled for generations, one 
of the most impactful tools at our disposal was the 
power of data…Data was essential to our day-to-
day response.  And it powered vital research that 
helped us discover new treatments that saved lives in 
communities across the world.”  

“Data made all the difference.”

In October 2020, the Greener NHS National Programme 
published its new strategy, ‘Delivering a net zero National 
Health Service’, which highlighted that left unabated 
climate change will disrupt care, with poor environmental 
health contributing to major diseases. 

The 2021/22 NHS Standard Contract requires Trusts to 
develop a Green Plan to reduce their emissions in line with 
the national trajectories.  A key element of achieving is 
the adoption of digital transformation and taking green 
approaches to the digital services themselves.

In June 2021, the New Hospital Programme (NHP) was 
established which aims to transform the delivery of NHS 
healthcare infrastructure to ensure the country has world-
class healthcare facilities for decades to come.  

The embedded digital requirements are explored further 
in section 2.12 in relation to the QEH New Hospital 
programme.

Strategic Context 

2.1.  National Strategic Context

2.

“…Ensuring that staff and patients have access to the right data, at the right time, is vital to 

the NHS providing effective, safe, good value services.  To achieve this, our systems must be 

digital and interoperable.  This means that they are able to talk to each other, so that data can 

flow seamlessly between different IT systems and across health and care settings.”
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Well-Led: Our leadership is confident and inspires a culture of digital 
transformation, data literacy, inclusion, and collaboration

Ensure Smart Foundations: We have reliable, modern, safe, and 
resilient infrastructure and data capabilities. We review and continuously 
improve our core IT and digital services

Safe Practice: We ensure that our systems, and our use of technology 
meets and maintains high-quality safety and service standards

Supported People: Our workforce are digitally literate and empowered 
to work with data and technology systems - and we can work 
frictionlessly across our ICS

Improve Care: We make the best use of technology and data to 
transform care pathways across our ICS

Healthy Populations: We have an effective strategy to encourage 
innovative thinking, developing new models of care informed by data 
insights and digital capabilities

Empower Citizens: Citizens are at the centre of our service design. 
We ensure that our digital services suit all health literacy, inclusion and 
demographic needs

2.2.  National digital strategic context – NHSX ‘What Good Looks Like’ (WGLL) Framework

In August 2021, NHSX launched ‘What Good Looks Like’ 
(WGLL) which builds on established good practice to pro-
vide clear guidance for health and care leaders to digitise, 
connect and transform services safely and securely. 

WGLL is included in the ‘NHS Operational Planning and 
Contracting Guidance’, reflecting the expectation that 
the standards in the framework will be used to accelerate  
digital and data transformation and improve the outcomes, 
experience, and safety of our patients and community 
members.

Of particular relevance for the Trust is Digital Strate-
gy, WGLL advises that organisations must:

• Maintain a central, organisation-wide, real-time 
Electronic Care Record system

•  Extend the use and scope of Trust Electronic Care 
Record systems to all services, ensuring greater clinical 
functionality and links to diagnostic systems and 
electronic prescribing and medicines administration 
(EPMA)

• Contribute data to the ICS-wide Shared Care Record 
• Ensure compliance with NHS national contract 

provisions for technology-enabled delivery (for 
example, clinical correspondence and electronic 
discharge summaries)

• Ensure clinical systems and tools meet clinical safety 
standards

• Have a plan to get off and stay off unsupported systems
• Ensure that the systems that Trust staff use are intuitive 

and easy to use
• Support staff to work flexibly, remotely, and across 

multiple wards or sites
• Use digital communication tools to enable self - 

service pathways such as self-triage, referral, condition 
management, advice, and guidance

• Ensure that people can access and contribute to their 
own health and care data

The What Good Looks Like (WGLL) 
framework has seven 
success measures:

Well 
Led: 

Ensure 
Smart 

Foundations:

Safe 
Practice: 

Healthy 
Populations:

Improve 
Care: 

Empower 
Citizens:

Supported 
People:

D
igitise

Connect

Tr
an

sf
or

m

what good looks like
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2.3.  National Data Strategy: ‘Data Saves Lives’

The 2021 DHSC policy paper ‘Data saves lives: reshaping health and social care with data’ states: 

‘Data saves lives’ aligns with the Government’s National 
Data Strategy, and What Good Looks Like (WGLL). It sets 
out the vision for the future of health and adult social care 
data and the commitments required to achieve that vision.  
It highlights the importance of Cybersecurity and introduces 
the concept of separating data from the application, 
specifically for Electronic Patient Records (EPRs).

There are three key priorities which underpin the 
national data strategy:

1. To build understanding on how data is used and 
the potential for data-driven innovation, improving 
transparency so the public has control over how we 
are using their data

2. To make appropriate data sharing the norm and not 
the exception across health, adult social care, and 
public health

3. To build the right foundations – technical, legal, 
regulatory – to make that possible.

The areas covered are shown below: Figure 2.1: Summary of ‘Data saves lives’

“When facing the greatest public health emergency that this country has tackled for 

generations, one of the most impactful tools at our disposal was the power of data…

Data was essential to our day-to-day response. And it powered vital research that helped 

us discover new treatments that saved lives in communities across the world.” 

“Data made all the difference.”

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 1: Bringing people closer to their data:
• our most important responsibility is to deliver truly patient-centred care, which puts people before systems, 
so people will have better access to their personal health and care data and understand exactly how it is used

Chapter 2: Giving health and care professionals the data they need to provide the best possible care:
• staff can only do their best when they have the right information, so staff will have easy access to the right 
information to provide the best possible care.

Chapter 3: Supporting local and national decision makers with data:
• leaders and policymakers have a responsibility to continually improve how the people we serve receive care, so leaders in 
every community will have up-to-date sophisticated data to make decisions and help the health and care system run at its best.

Chapter 4: Improving data for adult social care:
• service users and their carers will have high quality, timely and transparent data to improve outcomes, 
and can easily access to help them make choices about their care.

Chapter 5: Empowering researchers with the data they need to develop life-saving treatments, models of care & insights:
• Researchers can only deliver results based on the information available to them, so they will be able to safely and easily 
access data to provide innovative solutions to health and care issues for the benefit of every citizen in every community.

Chapter 6: Helping colleagues develop the right technical infrastructure:
• To maximise the efficiency and effectiveness of our infrastructure, we will ensure the data architecture underpinning 
the health and care system can easily work together to make better use of data, no matter where it is kept.

Helping developers and innovators to improve health and care:
• Time and safety are both essential, so innovators will be supported to develop and deliver new solutions
 safely and sensibly for the benefit of all citizens, staff and the system
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2.4.  Sustainable ICT and digital services strategy: targets for 2020-2025

The 2021/22 NHS Standard Contract set out the requirement 
for Trusts (and subsequently ICSs) to develop a Green Plan 
to detail their approaches to reducing their emissions in line 
with the national trajectories.  A key element of achieving 
is the adoption of digital transformation and taking green 
approaches to the digital services themselves.

In October 2020, the Greener NHS National Programme 
published its new strategy, ‘Delivering a net zero National 
Health Service’.  This report highlighted that left unabated 
climate change will disrupt care, with poor environmental 
health contributing to major diseases, including cardiac 
problems, asthma, and cancer. The report set out 
trajectories and actions for the entire NHS to reach net 
zero carbon emissions by 2040 for the emissions it 
controls directly, and 2045 for those it can influence 
(such as those embedded within the supply chain).

In September 2020, the Government published its 
strategy for sustainable ICT and Digital Services.  

The objectives it sets out to deliver the vision set by the 
strategy are:

1. Reduced carbon and cost – making sustainability  
central to the procurement, design, and management 
of digital services to reduce costs and carbon. Wherever  
possible, waste is removed from the system - for example, 
redundant services, duplicate files, legacy ICT systems and 
hardware, promoting shared systems and services.
2. Increased resilience - buying smarter through the 
adoption of the gold standards and actively mapping and 
tracing service supply chains.

3. Increased responsibility – doing the right thing – 
embedding the message of the responsible digital citizen, 
with all end users helping to deliver the strategy targets 
and objectives through improved behaviours.  

Sustainability must be a key component of design, 
delivery, and implementation as well as evaluation scores in 
procurement exercises.
4. Increased transparency and collaboration - the 
information and data required to report progress towards 
net zero and other key sustainability commitments is 
available and openly published.
5. Increased accountability - visibility of sustainable ICT 
performance is increased across Government
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2.5.  Norfolk & Waveney (N&W) Integrated Care System (ICS) Strategy

The Norfolk and Waveney Integrated Care System is made-up 
of a wide range of partner organisations, working together to 
help people lead longer, healthier, and happier lives. 

In response the Government’s February 2021 White Paper 
“Integration and innovation: working together to improve 
health and social care for all”, which sets out proposals for a 
Health and Care Bill based on increased integration and
collaboration, and reducing bureaucracy, Norfolk and Waveney 
ICS has developed a five-year plan for improving health and 
care: ‘A healthier Norfolk and Waveney 2019-2024’.  

This plan identified three goals and five strategic changes, 
including an emphasis on exploiting technology to 
modernise health and care services, as shown in Figure 2.2: 
ICS goals & strategic changes below:

Like all Integrated Care Systems in England, the Norfolk & Waveney ICS has an overarching purpose to: 

Figure 2.2: ICS Goals & Strategic Changes

Goals

Strategic Changes

1. To make sure that people can live 
as healthy a life as possible

2. To make sure that you only have to 
tell your story once

3. To make Norfolk and Waveney the 
best place to work in health and care

We will help people to make healthier choices to prevent them from getting ill and we will treat and manage illness early on

Our GPs, nurses, social workers, mental health workers and other professionals will work together in teams, 
in the community, to provide people with more co-ordinated care

Our hospitals will work more closely together so people get treated quicker in an emergency and don’t have to wait 
as long for surgery and other planned care

We will work together to recruit more staff and we’ll invest more in the wellbeing and development of our workforce

New technology will modernise our health and care services, making it quicker and easier for people to 
get the care they need

01 02 03 04
Improve:
outcomes in
population health
and healthcare

Tackle:
inequalities in
outcomes,
experience and
access

Enhance:
productivity and
value for money

Help the NHS:
support broader
social and
economic
development

01 02 03 03
Improve:
outcomes in
population health
and healthcare

Tackle:
inequalities in
outcomes,
experience and
access

Enhance:
productivity and
value for money

Help the NHS:
support broader
social and
economic
development
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2.6.  Norfolk & Waveney (N&W) Integrated Care System (ICS) Clinical Strategy

The ICS has also developed a clinical strategy which 
contains six statements that describe what the plan 
will try to achieve. 

In Norfolk & Waveney,

The ICS Clinical Strategy describes the views obtained 
from users and providers of clinical services.  
It identifies that:

• Two great enablers clinicians and patients want to see 
used more are digital innovation and Population Health 
Management.

• Patients and the public recognise that the NHS has 
delivered more care in new ways during the pandemic.  
Many GP and hospital consultant consultations 
switched from face-to-face to “virtual” in the form 
of telephone or video consultations.  Both the public 
and clinicians recognise the value in this new flexibility 
and speed of diagnosis it can offer.  There is support 
for other innovations such as “virtual wards” where, 
for example, a patient is discharged home and wears 
a device so that their hospital or GP can monitor them 
remotely. 

• There is an expectation that the NHS will provide more 
services through forms of digital innovation.  Both 
groups are clear that such developments should not 
be“one-size fits all.” That both patient and clinician will 
need the freedom to exercise their clinical judgement 
about whether an appointment should be in person or 
virtual, or that remote monitoring will work for some 
patients but not others.

• Clinicians are convinced that the NHS in N&W needs 
to be more systematic and rigorous in identifying 
communities and patients with the greatest health 
needs so that they can be targeted for help earlier.  
Many clinicians are enthusiastic advocates of the use 
of Population Health Management tools to do this.

Tackle health 
inequalities

See me as a 
whole person

Be one 
high quality 
resilient service

Reduce long
waiting times

Act early to
improve health

Be reliable

my nhs will...
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The ‘ICS Clinical Services Strategy Development System 
Leader Engagement Report June 2021’ states that one 
transformative enabler mentioned by nearly every 
interviewee was what has been achieved through the 
greater use of digital technology and other forms of
virtual contact with patients and between clinicians and 
managers.  It identifies as a key area of clinical focus:

To use digital innovation – or indeed just the basic 
digital tools already “out there” – to enable more 
clinically appropriate patient consultations, virtual wards, 
home monitoring – combined with patients better 
educated in the understanding and management of their 
conditions, and to manage meetings more efficiently 
between health and care staff 

• Importance of professional clinical judgement in the 
application of digital technologies:  The future use of 
digital platforms and other forms of virtual engagement 
and monitoring need to be flexible to allow professional 
clinical judgement to inform where, when and with which 
patients it is suitable and not suitable and, crucially, this 
may change depending upon the nature of a patient’s 
condition and where they are on a clinical pathway. 

• Continue the digital transformation for patients: the 
momentum behind phone and video triage must 
continue in primary and secondary care and be 
formalised, although not in a way that restricts clinicians 
from deploying their judgement when it comes to
 deciding when an in-person face to face appointment is 
required.  This is likely to be driven by condition, patient 
point on a pathway and individual circumstances such as 
access to and comfort in the use of digital technology. 

• Continue the digital transformation for meetings 
and other events involving staff and partners delivering 
healthcare.  There is a feeling that it could really bear the 
lion’s share of these contacts although there’s a view that 
some particularly sensitive meetings and where relationships 
are being established will still need to be in person

Key recommendations from 
the Clinical Leaders include:

Critical
Voice
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2.7.  ICS Digital and Data Strategy

The vision statement for the draft ICS Digital and Data Strategy is:

Working with the Trusts, the draft ICS digital strategy 
sets out plans to deliver a number of transformational 
digital programmes:

• A shared EPR will replace many existing separate  
clinical systems and digitise paper-based processes 

• A Shared Care Record (SCR) will provide access to pa-
tient information from the region’s Health and Care 
sector 

• A Health and Care Data Archive (HCDA) will support 
Trust and region-wide advanced analytics

• A patient-held record will allow patients able to up-
date their own information, submit real-time care data, 
book their referrals and visits, and interact with their 
clinicians

• Virtual consultations will be extended to enable more 
home-based patient engagement

• Remote monitoring and self-care will become more 
widespread, with patients’ homes becoming virtual 
wards 

• Robotic Process Automation will be adopted to  
automate the regular high-volume processes and  
pathways, freeing up caregivers so they can undertake 
more patient facing activity or complex work 

• AI technologies will be used across a range of new 
health treatments, research, and care. 

“To work together to use digital and data to enable a person-centred approach 

that positively transforms the health outcomes for the people of Norfolk and 

Waveney”.

The draft strategy identifies six themes, which map to the themes within the What Good Looks Like (WGLL) framework, which 
are also the themes in this QEH Digital & Data Strategy 2022-2025 document:

WGLL Theme

Empowering Citizens

Chapter 6

Chapter 7

N&W ICS 
Strategic Theme

A. Person-Centered Digital

B. Digital Productivity

C. Equalising Digital Maturity

C. Harnessing Data

D. Improving Quality of Care

D. Harmonising Digital across 
The ICS

Support People

Ensure Smart Foundations & Improve Safe Practice

Improve Care

Health Populations

Well Led
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2.8.  Norfolk and Waveney Hospitals Group

2.9.  The COVID-19 Pandemic

The three acute Trusts within Norfolk and Waveney 
(including QEH) have developed a governance structure 
which will enable them to work together and better align 
aspects of decision-making, including overseeing the 
development of the single hospital clinical services strategy 
for Norfolk & Waveney and aligning key clinical and  
non-clinical policies, procedures, and protocols.  

They have responsibility for establishing joint large-scale 
strategic projects (including the Acute EPR programme) 
and guiding the consolidation of some corporate support 
functions in order to promote consistency and, where 
possible, release efficiencies. 

COVID-19 has accelerated three emerging trends that 
are critical if digital teams are to flourish:

• Pace: extended governance processes and sign-off 
procedures were replaced with more autonomy and 
authority delegated to teams charged with delivering 
prototypes, testing, and experimenting with different 
approaches before rolling them out to the wider 
organisation.  It involved more ruthless prioritisation to 
focus on fewer projects at once.

• Purpose: the NHS rallied around a clear and unifying 
goal, with a new culture and willingness to accept 
digital technologies.  Solutions were identified by 
clinical and operational teams in the same room as 
their digital colleagues.  One Chief Information Officer 
(CIO) said, “this placed the levers of control in the 
hands of the customer,” putting digital at the heart of 
delivering the organisation’s core purpose, rather than 
sitting off to the side.

• Priority: the introduction of gold and silver command 
and control structures thrust Digital into a far more 
central role in the Trust’s activities.  Many CIOs reported 
having unprecedented access to Chief Executives to 
expedite approvals and unblock problems.

At QEH, during the pandemic, we took the 
opportunity to accelerate many innovative and new 
ways of working, including virtual consultations for 
outpatients, which will become how we do things 
as we move into a new normal.  We identified the 
following key features:

• Willingness of users to adopt digital technology (“pull”) 
and tolerance of teething problems

• Rapid deployment of digital capability (solutions, 
devices etc.) to support new requirements and new 
ways of working

• Highly-effective working with technology partners to 
deploy technology quickly

• Acceleration of key ‘paperless’ projects which had 
previously lacked the required momentum

• In-house developments of new systems and extensions 
to existing services

• Greater use of mobile technologies and solutions due 
to limitations in supply chain of traditional desk-based 
devices

“Across the NHS, the pandemic fuelled years’ worth of progress on digital 
transformation in a few weeks.  Trusts have rapidly delivered digital alternatives to 
face-to-face interactions, improved data sharing and new ways of working.”

NHS Providers state:
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Digital workspace

Harnessing data

Innovation
interoperability

Main-streaming of
Artificial Intelligence

Telehealth

Informal & connected patients

Democratisation of 
technology 

2.10.  Key technology trends in digital healthcare

The NHS does not exist in a bubble, and trends in technology 
in general provide opportunities for us to utilise emerging 
technologies in new ways to achieve our goals.  It takes 
time for new technologies to be applied in useful ways, 
so we need to ensure that our strategic portfolio includes 
some projects which prepare us to adopt the innovations as 
they become mainstream.  

As noted in the introduction to this strategy, to succeed, we 
need to aim high.  

This section sets out some key technology 
trends as identified by thought leaders in this 
area and suggests ways in which they may be 
applied in our Trust:

More interest in and research of own 
conditions and treatment, growing use 
of wearables (such as fitness trackers), 
voluntary uploading of personal health 
data to website/apps

Enabling users to work
from anywhere

Population Health Management

Wearables, 
remote monitoning,
teleconsultations

Interoperability
Sharing of systems across
Organisational Boundaries

Embedding in clinical systems

Move towards users being able to 
customisor develop their own apps 
using low-code or no-code services
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2.11.  Key technology trends in digital healthcare

The QEH Strategy 2020 – 2025 describes the Trust 
and its mission and strategic objectives:

“With over 4,000 staff (known as Team QEH), we are one of the biggest employers in West Norfolk, 
supporting the health and wellbeing of our local community.  We are fortunate to be supported by 
300 dedicated volunteers. QEH has circa 500 beds, 28 wards, a budget of circa £220m and serves a 
population of around 331,000 people who live in the three counties of Norfolk, Cambridgeshire and 
Lincolnshire.”

OUR VISION IS TO BE THE BEST RURAL DISTRICT GENERAL HOSPITAL FOR 
PATIENT AND STAFF EXPERIENCE. OUR MISSION IS WORKING WITH  
PATIENTS, STAFF AND PARTNERS TO IMPROVE THE HEALTH AND CLINICAL 
OUTCOMES OF OUR LOCAL COMMUNITIES.

“We continue to focus on our ambitious Digital Workplan for 2021/22 which balances getting the  
fundamentals right (including ensuring compliance with the statutory requirements for Cyber  
Security by Summer 2021 with progressing digital transformation). We have strong clinical engagement 
for digital transformation including via our Chief Clinical Information Officer, Chief Information Officer 
and Chief Nurse Information Officer supported by a team of six Nursing Information Support Officers 
who are supporting each Division and major clinical areas with digital engagement.”

“As part of our Digital Strategy, [we will] continue to reduce our reliance on paper-based systems and 
to enable improvements in the quality of clinical decision making thorough the use of digital aids such 
as electronic prescribing, reducing the likelihood of unnecessary length of stay and admission to 
hospital.”

The Priorities and KPIs of the Corporate Strategy are set out in a document.  This describes the digital strategic context as:

01 02 03 04 05 06
Provide safe
altematives
to emergency
admissions and to
focus admissions on
patients who need
them most

Optimise length
of stay for all
patients (elective
and emergency)

Improve matemity
care in line
with national
recommendations

Transform outpatient
services using
technology to
become a more
responsive, patient
focused service

Improve access and
reduce inequalities of
access for patients on
waiting lists, improve
cancer outcomes
and address the
pandemic related
backlog including
development of an
elective hub

Improve the quality
of inpatient care
including End
of Life Care by
modernising in line
with 7-day services,
NHS England/
Improvement
(NHSE/D) advice,
using our technology
and focusing on
what our population
really needs

Figure 2.3: QEH Clinical Strategy
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At the end of September 2020, the Trust submitted a 
compelling case for a new hospital as part of the NHS’s 
response to the Comprehensive Spending Review.  

Disappointingly, QEH was not on the list of 40 hospitals 
included in the £3.7billion building package announced on 
2 October 2020.  However, there will be funding to build 
a further 8 new hospitals by 2030.  QEH is doing all it can 
to position the Trust to be one of these further 8 hospitals, 
with two Expressions of Interest submitted in Autumn 2021, 
and a decision expected in 2022 on the final 8 new hospital 
schemes. The Trust will complete its Strategic Outline Case 
by June 2022, with opportunities for digital transformation 
at the heart of this exciting and compelling case.

The Trust has formed a New Hospital Programme team 
and describes the outcomes for the programme as set 
out in Figure 2.4: NHP Outcomes below. Digital is a key 
workstream as part of the NHP team.

2.12. Trust Estates Strategy and the New Hospital Programme (NHP)

Figure 2.4: NHP Outcomes

Efficiencies
Deliver improved adjacencies, a 
reduction in critical RAAC servicing 
spend whilst enhancing patient flow, 
supporting the efficient operation of the 
hospital

This programme aims to address the Case for Change and achieve 
the outcomes set out in the Expression of Interest process.

Clinical Quality & Safety
Deliver safe, effective and quality healthcare 
services for patients Address clinical safety 
challenges posed by the existing RAAC
estate and provide facilities that deliver much 
needed capacity, further enabling the Trust’s 
clinical strategy

Workforce
Be an attractive place to work. enabling 
the development of our staff
whilst increasing workforce stability

Patient Experience
Improve patient satisfaction and well 
being in purpose-built buildings

Estate
Deliver a financially sustainable estate 
which is clear of RAAC

Finance
Contribute to overall financial
sustainability
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The New Hospital will provide a physical and digital 
environment which enables staff and patients to fully 
benefit from new digitally enabled models of care. It 
will:

• Support provision of care that goes beyond the 
boundaries of the Trust, enabling clinicians to deliver 
services where most appropriate and convenient

• Engage patients fully in the management of their care 
with self-service capabilities and multiple channels of 
communication with their clinicians

• Leverage real-time data, monitoring and AI to provide 
the highest quality, tailored treatments

The NHP is to be aligned with the 2020 Cabinet Office 
publication ‘The Construction Playbook’ which includes 
more Modern Methods of Construction, the achievement 
of Net Zero Carbon targets and the embedding of digital 
technology.

The Hospital Infrastructure Programme (HIP) NHSX 
digital blueprint describes three sets of features:

• Fabric – which deals with delivering resource-efficient and 
sustainable buildings providing personalised 
experiences to staff, patients, and their carers

• Footprint – which deals with the interaction of the new 
build (site) with the wider care ecosystem

• Flow – which deals with the operating model of the 
establishment to describe the clinical pathways and 
governance surrounding it

Whilst the work before the New Hospital will include 
procurement of the solutions necessary for HIMSS Level 7, 
the New Hospital and associated transformation activities 
will be the catalyst for the continuous improvement 
processes required to achieve this level. 

Much of the Fabric is delivered through the core 
design and build contract, in response to a number of 
key digital requirements:

• Connectivity - mobile-first high bandwidth 
connectivity for patients, staff, and devices in all areas, 
with segmented logical networks for each of these 
uses, and resilience and redundancy

• Compute and storage – a ‘cloud-first’ assumption 
implies reduced requirement for data rooms, but 
increased requirement for fully redundant high 
bandwidth external HSCN/Internet connections  

• Mobile end-user devices – to deliver ease and 
flexibility in the use of clinical solutions

• Improved acoustics / microphones – to support 
voice recognition in clinical areas

• Cyber – Security applied at device-level, not just 
boundary protection

• Location tracking – hospital-wide capability for 
tracking patients, staff, and equipment

• Smart buildings management – monitoring and 
control systems to manage the environment effectively

Fabric
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With the delivery of EPR, EPMA, POMS and analytics all 
planned for before the new hospital, the foundations for 
managing clinical workflows will be in place. 

The role of the new hospital will be to advance the use of 
these digital technologies, reducing the burden on
clinicians and improving patient care. 

• Smart triage and scheduling – to apply AI/predictive 
models to channel patients to the most appropriate 
services and reduce the impact of cancellations/no 
shows

• Conversational agents – automating EPR processes 
with ambient voice recognition, removing the EPR 
as a barrier to patient interaction and reducing 
theadministrative load on clinicians

• Control Command Centre – linking clinical, 
operational, and environmental dashboards to enable 
real-time management of the hospital

• Digital Twin – enabling patient flow modelling, linked 

to the Control Command Centre, to assess the impact 
of hospital configuration changes before they are made

• Smart Beds – to provide continuous monitoring of 
patients and automated alerts, improving care and 
potentially mitigating the workforce increases often 
associated with the new single room environment

• Automated dispensing cabinets – to improve safety 
and tracking of medications

Key new solutions will include:

Many core elements of the inter-connected nature of QEH 
are already being addressed through local and regional 
initiatives (e.g. Shared Care Record, integration engine, 
remote monitoring, and telemedicine).  

The new hospital will, however, deliver significant 
improvements in support for both staff and patients:

• Digital signage and digital wayfinding – to improve 
the patient experience in finding their ward and clinic 
room, whilst also enabling dynamic re-assignment of 
rooms to meet demand

• Bio-metric identification – for rooms and electronic 
devices/computers, to deliver the maximum security 
with the minimum of impact on clinical workflow

• Integrated bedside terminals – supporting patients 
and nurses by providing convenient access at every 
bedside

• Real-time location systems – to enable location of 
staff, patients and equipment in part mitigating the 
workforce increases often associated with the new 
single rooms environment

• Digital workplace – provision of physical and virtual 
collaboration platforms for staff within and beyond the 
hospital

Footprint

Flow
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strategic 
vision

Key enablers will be: 
• The introduction of a shared Acute Electronic Patient 

Record (EPR) across N&W acute Trusts
• The introduction of a Shared Care Record (SCR) across 

all ICS partners
• Expansion of whole-journey clinical pathways across 

the whole ICS health and care sector
• All information to be integrated, including data, audio, 

and visual services
• For information to be accessed and processed at every 

patient touchpoint, both within the hospital, at home, 
and in the community

• To replace paper with digital information
• Personalised Healthcare will be transformed with new 

technologies such as Artificial Intelligence and digital 
automation, with care tailored to the person

• Increased investment in Digital services across the whole 
of Health and Care will be critical to the successful 
adoption and benefits of new technology.

Core digital objectives are:
 
1. Integration of patient care pathways through EPR, the 

HCDA and Shared Care Record systems 
2. Sharing information, electronically where possible, 

across organisational and geographic boundaries 
3. Digital tools to capture, monitor, and manage patient 

data 
4. Better decision making through the adoption of AI, 

electronic patient observations, and clinical decision 
support tools 

5. To leverage and innovate with technology, including 
remote monitoring, to increase positive patient outcomes 
and personalised patient care 

Strategic vision for digital and data3.

Transforming QEH into the Digital
Hospital that our patients and staff 
deserve.

Our strategic vision for digital and data is:
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In order to make this vision a reality, we have developed an 
action plan.  

This is grouped into seven themes based on the 
success factors included in the ‘What Good Looks 
Like’ (WGLL) digital framework:

Chapter 4 of this 
document, develops 
these strategic themes.

Well-Led:
Our leadership is confident and inspires a culture of 
digital transformation, data literacy, inclusion, and 
collaboration

Ensure smart foundations: 
We have reliable, modern, safe, and resilient 
infrastructure and data capabilities. We review and 
continuously improve our core IT and digital services

Safe practice: 
We ensure that our systems, and our use of 
technology meets and maintains high-quality safety 
and service standards

Support people:
Our workforce are digitally literate and
empowered to work with data and technology 
systems - and we can work frictionlessly across our 
ICS

Empower citizens: 
Citizens are at the centre of our service design. We 
ensure that our digital services suit all health literacy, 
inclusion and demographic needs

Improve care: 
We make the best use of technology and data to 
improve care pathways across our ICS

Healthy populations: 
We have an effective strategy to
encourage innovative thinking, developing new 
models of careinformed by data insights and digital 
capabilities

Key strategic themes4.

Well 
Led: 

Ensure 
Smart 

Foundations:

Safe 
Practice: 

Healthy 
Populations:

Improve 
Care: 

Empower 
Citizens:

Supported 
People:

D
igitise

Connect

Tr
an

sf
or

m

what good looks like
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1: Well-Led 

• Developing the Board-level & user engagement we 
need to develop a digital culture and ensure 

• Digital health is well-governed

2: Ensure smart foundations 

• Complete procurement and implementation of shared 
Electronic Patient Records (EPR)

• Complete EPR organisational and technical readiness 
activities 

• Infrastructure planning and upgrading – especially 
rollout of Mobile devices and associated infrastructure, 
eliminating Wi-Fi blackspots

• Modernising telephony - ensuring that the telecom-
munications strategy fully addresses requirements for 
mobile working

• Investing in digital and data teams – technical and 
professional training, career progress, retention, and 
talent management

3: Safe practice 

• Cyber Security
• Information Governance
• Compliance with Best Practice for Service Management 
(ITIL) and Project and Programme Management (PRINCE2 
and MSP)

4: Support people

• Developing a digital-first culture through communi-
cations and awareness, skills training, and access to 
appropriate end user devices

• Develop data, digital and cyber security literacy training 
for all staff in partnership with corporate training 
Service Desk Enhancement and move to 24/7 Support 
Services ahead of EPR implementation

5: Empower patients and 
community members

• Working with ICS to develop patient  Engagement and 
Digital Inclusion Strategies

• Further developing the requirements for the Patient 
Portal element of the EPR, including opportunities 
forpatients and their carers to schedule appointments, 
liaise with the clinical teams caring for them and 
contribute their own data

• Contributing to the ICS Shared Care Record project for 
patient and community access

6: Improve care

• Upgrading the current PAS, as an optimisation 
andcultural change project

• Implement a bed management solution
• Implement POMS and Clinical Messaging
• Complete the WebICE implementation and optimise 

electronic requesting and reporting
• Complete the EPMA project and optimise its usage 
• Develop and submit a business case for Chemotherapy 
• Electronic Prescribing
• Participate in the shared PACS/RIS programme 

associated with the Diagnostic and Assessment Centre 
(DAC)

• Explore telemedicine and clinical decision support 
solutions

7: Healthy populations

• Development of an Information Management/BI 
strategy

• Automate data transformation and analytics processes 
within the Information Management team

• Improving access to and the use of information
• Participating in the ICS HCDA programme

 The key elements of each theme are:
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4.1. Well-Led

At QEH we have recognised that digital transformation is 
essential to our success as an organisation.  We currently 
have strong Board-level accountability for digital and 
data provided through the leadership of our Deputy 
Chief Executive who holds Executive-level responsibility.  
The Chief Digital and Information Officer attends Board 
and Board Committees to present specific Digital and 
Information items as needed.

At QEH, we are committed to engaging clinical 
representatives at the heart of our digital developments.  
Wide clinical and operational engagement was obtained in 
the development of this strategy and the identification of 
digital requirements for the New Hospital Programme, as 
set out in section 1.1: Approach to developing this strategy.  

The Acute EPR programme has also engaged extensively 
with representatives from across the organisation to identify 
the benefits required from that investment and that clinical 
application implementations are managed with clinical 
leadership (e.g. POMS).

We are establishing a triumvirate leadership structure 
for digital transformation with the creation of three 
roles:

• Chief Clinical Information Officer (CCIO)

• Chief Nursing Information Officer (CNIO)

• Chief Operational Information Officer (COIO).

The governance for Digital feeds into the Corporate 
governance structure as set out in Figure 4.1: Digital 
Governance Structure below: 

Figure 4.1: Digital Governance Structure

Boards are equipped to lead digital transformation and collaboration.  
They own and drive the digitally enabled transformation journey, 
placing patients and frontline perspectives at the centre.

What Good Looks Like (WGLL) Success Factor 1: 
Well-Led states:

Exception reporting to 

Hospital Management Board
Divisional & Corporate Governance / Accountability

Divisonal
Performance
Review Meeting
(Monthly)

Medicine Divisonal Board Specialty Groups

Specialty Groups

Specialty Groups

Specialty Groups

Surgery Divisonal Board

Women & Children Divisonal Board

Clinical Support Services Divisonal Board

Corporate Services
Performance
Review Meeting
(Monthly)

Digital and
Information

Human
Resources

Estates and
Facilities

Finance
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The Digital Improvement Plan contains a number of 
actions which will improve the way in which Digital 
and Data is led and managed throughout the 
organisation. These include:

• Establishing regular meetings with the Communications 
Team to develop a Communication Plan for the next 12 
months:
• Keeping the Trust informed of Digital developments  

and plans
• Promoting the Digital image as an enabler rather 

than just a ‘fixer’
• Educating end users through a drip-feed 

programme

• Formalising the role of Digital in all Trust projects and 
investment cases:
• Establishing a standard checklist for all `
 Digitally-led projects
• Ensuring that where Digital are involved in another 

project, this process is formally discussed.
• Ensuring that Digital sign-off is recorded and 

audited as part of Governance process.
• Including appropriate additional Digital resources 

as part of all Business Cases – project and Business 
as Usual (BAU).

• Developing a clear understanding of the roles 
andresponsibilities of System Administrators and 
Information Asset owners, with a senior individual 
identified to take responsibility for the systems 
administration, front line user/application support and 
the completeness and accuracy of information within 
each system

• Establish a programme for Board governance that regularly 
reviews Digital and Data Strategy, Cyber Security, services, 
delivery, and risks, underpinned by meaningful metrics 
and targets including those in the Digital and Information 
Improvement Plans

• Develop a programme for Digital Health end-user 
education

• Produce a report for the Digital and Information Forum 
clarifying the ownership of system and information assets 
 

• Developing an annually refreshed Digital Communications 
plan to include:
• A programme of Board development sessions at 

which key Digital topics and risks are discussed on 
arolling agenda

• Regular engagement with clinical and nursing 
forums led by the CCIO and CNIO

• Annual engagement events with frontline users, 
patients, and members of our community

Clinical engagement and collaboration are vital for the 
success of any digitally enabled healthcare system.

The application of clinical knowledge to processes and 
systems improves efficiency of clinicians and care of 
patients.

Whilst lessons have been learnt from previous
experiences, the continued and increased 
involvement of clinical staff will ensure that 
processes are improved as new systems are
introduced and developed.

Key actions arising from
this strategy:

Clinical
Voice:
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The vision is that an EPR will act as an enabler for a greatly 
improved health care system in which care givers and 
patients have electronic access to more complete health 
records and are empowered to make better health decisions 
with this information. 

An EPR system contains patient-centric, electronically 
maintained information about an individual’s health status 
and care and focuses on tasks and events directly related to 
patient care. The EPR provides support for all activities and 
processes involved in the delivery of clinical care.

A Strategic Outline Case (SOC) for the programme was 
approved by Trust Boards in late May and early June 2021 
and was given approval by the DHSC and NHSE&I in 
November 2021. An Outline Business Case (OBC) is 
currently being developed.

The three acute Trusts in 
Norfolk and Waveney are 
working together to procure 
& implement a single modern 
integrated Electronic Patient 
Record (EPR) solution, shared 
across the three Trusts. 

4.2.1 The Shared Acute EPR programme

What Good Looks Like (WGLL) 
Success Factor 2: Ensure smart 
foundations states:

• Infrastructure planning – including:
• Have a plan and move to cloud data hosting and 

management where practical
• Maintain a robust and secure network
• Ensure hardware, software and end user devices 

are all within the suggested supplier life cycle and 
fully supported

• Ensure staff have access to the technology and 
devices that best support their roles

• Ensure progress towards net zero carbon, 
sustainability and resilience ambitions by meeting 
the Sustainable ICT and Digital Services Strategy 
(2020 to 2025) objectives

• Invest in and build multidisciplinary teams with clinical, 
operational, informatics, design, and technical expertise 
to deliver the Trust’s digital and data ambitions

A number of major projects for QEH contribute to this 
WGLL Success Factor. They are:

• The shared acute EPR programme, meeting the 
following WGLL objectives:
• Maintain a central, organisation-wide, real-time 

electronic care record system
• Extend the use and scope of electronic care record 

systems to all services, ensuring greater clinical 
functionality and links to diagnostic systems and 
electronic prescribing and medicines administration 
(EPMA)

• Contribute data to the ICS-wide shared care record 
in line with the Professional Records Standard 
Body’s (PRSB) Core Information Standard

• Modernising telephony - maximising use of modern 
telephony and communication methods

4.2. Ensure smart foundations

“Digital, data and infrastructure operating 
environments are reliable, modern, secure, 
sustainable and resilient. Organisations have 
well-resourced teams who are competent to 
deliver modern digital and data services.”
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The EPR will replace many of our existing clinical and 
operational systems, enabling us to simplify our support 
arrangements and provide a safer, more joined-up user 
experience.

An ‘Organisational Readiness Assessment’ (ORA) is being 
undertaken currently to assess our readiness to implement 
and realise the benefits from an integrated EPR. This 
covers Organisational, Technical, and Data readiness 
assessments. 

Alongside this, work is underway to identify and validate 
potential quality and quantifiable benefits for inclusion in 
the business case and to focus implementation efforts. 
Actions will undoubtedly arise from these activities which 
will be included in an updated implementation plan for 
this strategy.

The indicative timeline for the procurement and implementation is shown below:

• Participate fully with the other two acute Trusts in 
the development of the EPR business case and the 
procurement of a suitable supplier 

• Complete the Benefits Identification and Validation 
Activities. Complete and maintain a Benefits register 
and focus on achieving the identified benefits 

• Complete the EPR Organisational Readiness 
Assessment and implement the recommendations

Key actions 
arising from
this strategy:

2021/22

APPROVALS

OBC ORA Benefits
Resource Plan

Change Approach

FBC Development

Mobiisation / Training / 
Integration Testing / DQ /Tech

Trust A Trust B Trust C Support

Procurement
Short-listing  Tender

Prefered
Bibber

Contract 
Award

Development 
Strategy

Comms Strategy

FBC

PROCUREMENT

IMPLEMENTATION

GO LIVE

Q3 Q4 Q3Q2Q1 Q4

2022/23

Q3Q2Q1 Q4

2023/24

Q3Q2Q1 Q4

2024/25

Q3Q2Q1 Q4

2025/26

Prog Bd & 3*
Boards 

Prog Bd & 3*
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The introduction of an EPR will revolutionise how we 
work.

The inclusion of a wide range of clinicians and support 
staff in the process of developing an EPR will help to 
ensure the smoothest possible implementation.

Clinical and Digital collaboration is vital to the success 
of this transformation.

Clinical 
Voice:
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4.2.2 Modernising Telecommunications

A major project to implement Voice over IP (VoIP) 
technology to refresh the Trust’s voice communications 
systems, delivered over the past ten years was completed 
March 2022. Work now needs to begin to consider and 
plan for the telecommunications environment required 
for the future, and in particular, in the light of a potential 
new hospital build. 

This strategy needs to ensure 
that the ever-increasing 
requirements of mobile and 
agile working will be met over 
this period.

• Develop a comprehensive telecommunications 
strategy for the deployment of a modern 
telecommunications environment ahead of the 
move to the new hospital 

• Ensure that the telecommunications strategy fully 
addresses requirements for mobile and remote 
working

Key actions 
arising from
this strategy:
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4.2.3 Infrastructure Planning

Underpinning all of our ambitions for achieving digitally 
enabled transformation is the requirement for essential 
infrastructure to be modern, fit-for-purpose, secure and 
future-proofed. One of the impacts of the COVID-19 
pandemic has been to accelerate the move to flexible 
and remote working, increasing the demand for online 
collaboration and teleconferencing tools such as Microsoft 
Teams, virtual visiting and Attend Anywhere. We need to 
support this, and the ever-increasing reliance on digital 
technologies for the delivery of clinical care and running 
of the hospital by ensuring that our underlying server, 
network, and end user device services provide a fast, 
intuitive user experience that fits around the way people 
want and need to work today.

From 2013, we have been upgrading and/or replacing all 
elements of the Trust’s voice and data infrastructure to 
overcome the under investment of the previous years and to 
ensure that it provides a robust and scalable infrastructure 
with the ability to support the Trust’s clinical and business 
needs going forward. Since 2013/14, we have deployed 
and refreshed our Local Area Network (LAN), built a new 
modular Primary Data Centre, and rolled out Trust-wide 
Wi-Fi to cover the whole QEH campus, including guest 
access for patients and the general public.

However, users continue to report some Wi-Fi “blackspots”, 
particularly on wards, and slow response times across staff 
and Guest networks. 

These issues will be addressed 
as part of the current POMS 
project, with the roll-out of 
improved wireless connectivity 
for wards from April 2022.

• Review network demand and performance following 
the completion of the POMS project and identify any 
further required enhancements 

• Roll out improved wireless communications to wards 
• Roll out mobile devices to users as part of POMS 

project

Key actions 
arising from
this strategy:

The use of digitally-enabled technology has transformed 
how we delivered patient care during the COVID-19 
pandemic.

This new way of working has provided us with the 
opportunity to assist patients in ways that were not 
possible pre-pandemic. It has also provided us with a 
wider choice of options on how best to see and treat 
our patients in the future.

The inclusion of patient facing staff, in the development 
of new ways of working, has proven beneficial to all 
those involved. We aim to continue to work in this way.

Clinical
Voice:



34

Digital & Data Strategy 2022 - 2025

4.2.4 Developing our Digital and Information Teams

It is a priority for us to invest in our Digital and Information 
Services teams, working with them to develop a culture 
which is focussed on providing an excellent service to our 
users, with appropriate behaviours and values relating to 
communication, professionalism and working together 
becoming strongly embedded in our team culture.

We will undertake a benchmarking exercise to help us 
determine the appropriate resource levels and skill mix. 
We will also conduct a Training Needs Analysis to drive 
personal and professional development planning to invest 
in upskilling our existing people. In addition, to technical 
and professional skills, this will include softer skills relating 
to good communication, report writing, leadership skills 
and developing personal resilience.

The importance of ensuring both Digital and Information 
Services teams are resourced in order to deliver this 
strategy, transformational programmes of work and 
operational support is crucial. Whilst a significant number 
of posts within Information Services have historically 
been temporary in nature, along side a smaller number 
in Digital, there is a strong desire to review and provide 
options to set out a sustainable set of services for the Trust 
through additional, recurrent investment; avoiding the use 
of temporary staffing where it is clear that such posts are 
‘business as usual’ in nature.

We have identified the following actions to develop 
the local Digital & Information Teams:

• Ensuring that all staff in Service Desk, Desktop 
support, Networks and Server teams are qualified 
in the best practice ITIL framework for managing IT 
services effectively throughout the five stages of the IT 
servicelifecycle: service strategy, service design, service 
transition, service operation and continual service 
improvement

• Delivering appropriate Microsoft training to staff in 
Service Desk, Desktop support, Networks and Server 
teams

• Developing a programme to identify, support, and 
challenge talented individuals providing variety, 
personal and professional development opportunities, 
and career progression

• Ensuring the Information team are appropriately 
resourced to reflect the ask of the service; providing 
clear delineation between business as usual and 
project-related working.

• Through 22/23, review and provide options to 
restructure both Digital & Information Services Teams 
to meet the needs of the Trust through additional 
investment

The ICS is leading on the 
development of digital services 
collaboratively as a system to 
drive efficiency, innovation, and 
transformation and to create 
positive digital experiences.  

There is support for this initiative however there is a strong 
feeling currently for a matrix, trusted relationship rather 
than a formal ‘Shared Service’. 

At QEH, we have indicated our support for the first phase 
of this two-phase plan over an 18-month period to July 
2023 as set out on the following page: 
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• Commencement of a Joint Digital Management 
Board, chaired by the ICS CIO, agreement of 22- 23 
capital and revenue identification, prioritisation, and 
consolidation of Services (8 months)

• Set up a matrix structure across organisations to 
support system and organisational needs.

• Focus on areas where working together addresses 
system priorities and /or are already in flight
• Analytics and Insights, Information Governance, 

Registration Authority, Business Intelligence, 
Acute

• Services, Development, Procurement,  
transformation, central Digital Programme 
Office and Cyber Security.

• Work on the data mapping and data architec-
ture, creation of the N&W Health and Care Data 
Archive (HCOA)

• Architecture to get to ‘single version of the truth’ 
and to support Population Health Management 

• Management, direct care, research, data sciences 
and wider organisational efficiencies.

Unify Digital Services by joint provision to support 
the implementation of: 

• ICS-wide data structures, consolidated and integrated 
clinical applications, delivery of system

• Programmes and be responsible for all infrastructure, 
systems, support, development, processes

• Resources, governance, delivery, and digital 
transformation

Phase 1: 
Create the foundations 

Phase 2: 
Jointly provisioned service (8 - 18 months)

• Engage with partners across the ICS in implementing 
the first phase of the ICS Unified Digital Service and 
further developing and specifying Phase 2

• Complete ITIL training and implement compliant 
procedures across the Digital Service

• Complete Microsoft training programme for technical 
staff

• Develop an approach to identifying, developing, and 
retaining talented individuals

• Review & provide options for investment in order 
to restructure both Digital and Information Teams 
to meet the needs of the Trust by way of a business 
case via existing internal governance paths

• Complete and annually refresh a training needs 
analysis and address findings

The use of Data and Informatics allow us to better 
understand the trends/patterns behind our daily 
work. This can enable us to work smarter and more 
efficiently. 

The professionalism of our colleagues within 
Digital and Data must not go unnoticed. The vast 
knowledge and experience they provide us with 
underpins our digitally enabled clinical services. 

Clinical
Voice:

Key actions arising from
this strategy:
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Safe practice 
states:

“Organisations maintain standards for safe care.  They routinely review digital and data  
systems to ensure they are safe, robust, secure, sustainable, and resilient.  Digitally enabled 
outcome-driven transformation is at the heart of safe care.” 

There is no current IT Security Strategy in place, 
however the associated policies and procedures are 
well-developed.  An over-arching IT Security Strategy 
will be produced to ensure that: 

• All Trust projects and programmes meet the Technology 
Code of Practice and are cyber secure by design

• We comply with the requirements in the Data Security 
and Protection Toolkit which incorporates the Cyber 
Essentials Framework

• We make full use of national cyber services provided 
by NHS Digital

• We have a secure and well-tested back-up, a 
plan to get off and stay off unsupported systems, 
and a rapid turn-around of High Severity Alerts 
 
 
 

• Our process for managing Cyber risk with a Cyber 
improvement strategy, investment and progress is 
regularly reviewed at Board level

• Establish a clear process for reviewing and responding to 
relevant safety recommendations and alerts, including 
those from NHS Digital (cyber), NHS England and NHS 
Improvement, the Medicines and Healthcare Products 
Regulatory Agency (MHRA) and the Healthcare Service 
Investigation Branch (HSIB)

• Ensure clinical systems and tools meet clinical safety 
standards as set out by the Digital Technology and 
Assessment Criteria (DTAC) and DCB0129 and 
DCB0160

What Good Looks Like (WGLL) Success Factor 3: 
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We will ensure that our Cyber 
Security and clinical safety 
functions are adequately 
resourced. 
Current holders of key Cyber Security roles include: 

• Senior Information Risk Owner (SIRO) - Deputy Chief 
Executive

• Data Protection Officer (DPO) - Head of IG 
• Clinical Safety Officer (CSO) Best practice 

methodologies for the management of Digital services 
will be adopted. In addition to ITIL adoption set 
out in section 4.2.4, the use of AGILE development 
and Project Management tools to support better 
management, planning and management resources 
will be explored. 

We will improve documentation in all areas of Digital 
management and align our project documentation to 
PRINCE2 and PM3.

We currently have a very small digital Programme 
Management Office (PMO). This will need to be expanded 
to manage our increasingly complex portfolio of digital 
initiatives safely and effectively.

Our Digital Programme and Project management staff 
need to work closely with our centralised Trust Programme 
Management Office. Digital staff will align to a PMO  
approach and adhere to formalised documentation and 
process as set out by the PMO. 

PMO and Digital will engage regularly to ensure plans are 
shared and effectively communicated.

Clinical
Voice:

Key actions arising
from this strategy:

• Develop an over-arching Trust IT Security 
Strategy to cover the actions from WGLL 

• Develop a professional project and programme 
management training programme to: 
• Ensure all digital project managers have 

current PRINCE 2 accreditation 
• Ensure all digital programme managers are 

Managing Successful Programmes (MSP) 
accredited 

• Ensure project and programme  
management is aligned to PRINCE  
and/or MSP 

• Ensure clinical systems and tools meet clinical 
safety standards 

• Develop resilience within the Information 
Governance with succession planning for key 
individuals

• Expand and develop the Digital Programme 
Management Office (PMO)

The involvement of a Clinical Safety Officer, in 
collaboration with the CCIO and CNIO, will improve 
the clinical input within the Digital and Data workflow.

Streamlined, collaborative working, between Digital 
and Data and the wider Team QEH, will promote safer 
and more efficient clinical practice.
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4.4 Support people

“Your workforce is digitally literate and are able to work optimally with data and 

technology. Digital and data tools and systems are fit for purpose and support staff to do their 

jobs well.”

We will create a culture in which our people think “digital 
first”, where important information is documented directly 
into clinical and operational systems, and we will eliminate 
the use of paper as far as possible. 

Digital will become a “positive disruptor”, opening up the 
possibilities of doing things differently to improve patient 
safety and experience through the use of digital technology.

In order to increase the levels of digital adoption, we have 
identified a number of Clinical Information Support Officers 
(CISOs) and Nursing Information Support Officers (NISOs) 
to support our Chief Clinical Information Officer (CCIO) 
and Chief Nursing Information Officer (CNIO).

These posts will act as “digital advocates” within each 
area, acting as a link between operational services and the 
digital teams, feeding back requirements and priorities, 
and sharing innovative improvement ideas from frontline 
health and care staff. They will also act as knowledgeable 
advocates for digital. They will be supported with the skills 
and access they need to help resolve minor issues, escalate 
unresolved issues, and support staff in developing their 
own digital skills.

They will be encouraged to maintain their digital personal 
development and supported to attend conferences, site 
visits, etc. in order to understand and promote ‘the art of 
the possible’.

In liaison with the People and Culture teams, we will 
support all staff to attain a basic level of data, digital and cyber 
security literacy, with continuing professional development. 
This will be embedded as part of the recruitment process 
and reinforced through staff inductions.

We will build in usability standards into locally developed 
applications and include these in procurements to ensure 
that the systems that staff use are intuitive and easy to use. 
By consolidating separate applications into the EPR, we will 
reduce the number of different systems and user interfaces 
that people need to learn.

We will support staff to work flexibly, remotely, and across 
multiple wards or sites through the rollout of mobile 
technologies and work with partners across the ICS to 
join up networks and standardise on digital equipment 
and systems. We will provide front-line staff with the 
information they need to do their job safely and efficiently 
at the point of care, for example access to the ICS shared 
care record as it becomes available and electronic staffing 
systems support.

Finally, as we progress 
towards digital technologies 
and systems becoming 
more mission-critical within 
the Trust, we will work 
towards establishing a 24/7 
comprehensive user and 
technical support service.

What Good Looks Like (WGLL) Success Factor 4: Support people states:

support people
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QEH remains near the bottom of digital maturity levels in 
England. However, the significant programmes of work 
anticipated by this strategy will transform the role of Digital 
within Clinical services to a key element of patient safety 
and care. This increased reliance on the role of Digital in 
patient care will translate into an increased level of the 
volume and severity of ‘calls’ to the Service Desk.

The Trust’s Digital Service Desk is the ‘front door’ for any 
Digital requirement or issue in the Trust. Historically, all 
contact was direct – either by telephone or face-to face 
visits and many members of staff still favour this approach. 
Over time other methods of contact have developed 
including email and direct logging on the Service Desk 
system – ‘SupportWorks’.

Current volumes of ‘calls’ to the Service Desk already exceed 
capacity. The standard Industry approach across all sectors, 
including Healthcare, to addressing increased volume has 
been to utilise self-service online tools wherever possible 
e.g., Insurance, Banking etc. This approach not only reduces 
demand on limited personnel but supports the end-user to 
provide sufficient information to address the issue without 
repeated iterations of questions or even directs them to 
simple instructions and user guides enabling them to self-
support.

The current Digital improvement plan includes several 
actions to improve the support function including migration 
to and implementing an intelligent, intuitive front-end for 
logging calls and to capture and streamline all incoming 
end-user Digital service requests. 

The improvement plan also includes enabling the 
switchboard staff to resolve simple issues (such as password 
changes) and embedding automatic monitoring into BAU 
systems and networks and we will work towards enabling 
more self-service to enable users to resolve issues without 
contact with the core technical teams.

As part of the ITIL introduction referred to in section 4.2.4, 
we will develop a Service Catalogue and define service level 
agreements (SLAs) to inform expectations of end users and 
managers.

Currently, 24/7 support is provided by an on-call rota for 
the severity level P1 (the highest level of support request) 
issues.

4.4.1 Service desk enhancement

Key actions arising
from this strategy:

• Develop an over-arching Trust IT Security 
Strategy to cover the actions from WGLL 

• Develop a professional project and programme 
management training programme to: 
• Ensure all digital project managers have 

current PRINCE 2 accreditation 
• Ensure all digital programme managers are 

MSP accredited 
• Ensure project and programme  

management is aligned to PRINCE and/
or MSP 

• Ensure clinical systems and tools meet clinical 
safety standards 

• Develop resilience within the Information 
Governance with succession planning for key 
individuals

• Expand and develop the Digital Programme 
Management Office (PMO)
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Sharing of patient records continues to be an ongoing 
problem across the ICS, with health and care staff having 
to make decisions without comprehensive information or 
needing to wait for relevant information to be received 
before acting or patients being asked for the same 
information at each point of contact with health and care 
services. This can result in delays along the patient’s journey 
through health and care. 

The roll-out of the SCR will be an important milestone in 
Norfolk and Waveney as it will provide our health and care 
professionals with the opportunity to access patient records 
from other services, previously unseen. By having this 
information made available, it will improve clinical decision 
making, reduce time spent by front line staff obtaining 
vital information and will improve conversations with our 
patients and other members of our community, enhancing 
the quality and timeliness of the services we provide.

The ICS Shared Care Record SCR procurement is finalised, 
with full mobilisation with the selected supplier scheduled 
to commence in April 2022. The SCR will be populated with 
the acute data that we have already planned to provide via 
the Digital Aspirant-funded integration architecture to the 
ICS HCDA (Health and Care Data Architecture) by the end 
of FY 21/22 so this should not require any additional effort 
from the Trust at this stage.

Access for our staff to the SCR 
will include a wide range of 
information from across primary 
care, community, mental health, 
and social care as well as data 
from the other acute Trusts in 
the ICS. This will be provided 
either through a web-based 
browser or via link from our TPP 
Core solution and in the longer 
term, via our new shared acute 
EPR.

4.4.2 Access to the ICS Shared Care Record (SCR)

A reduction in the reliance on paper-based medical records will 
significantly improve staff efficiency and patient care.

Utilising the skills and knowledge of our Digital and Data 
colleagues will enhance the way care is delivered on the front 
line.

Ensuing all staff feel confident in the use of digitally-
enabled clinical systems is paramount to the success of this 
transformation.

Clinical
Voice:
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4.5 Empower patients and community members

What Good Looks Like (WGLL) success 
factor 5: empower citizens states:

Working with the ICS, we intend to co-develop a strategy 
for patient and community engagement and patient-facing 
digital services that is led by and has been co-designed from 
the outset with patients and other community members. 
This will make use of national tools and services (the NHS 
website, NHS login and the NHS App), supplemented by 
complementary local digital services to provide a consistent 
and coherent user experience.

The EPR will include a Patient Portal enabling our patients to 
update their own information, submit real-time care data, 
and book their referrals and visits. The intention is to develop 
this to:

• Use digital communication tools to enable self-service 
pathways such as self-triage, referral, condition 
management, advice, and guidance

• Ensure that people can access and contribute to their 
health and care data

• Ensure that patients have access to care plans, test results, 
medications, history, correspondence, appointment 
management, screening alerts and tools

The ICS also plans to lead 

development of a Digital 
Inclusion Strategy during 2022, 
which will incorporate initiatives 
to ensure that digitally 
disempowered communities 
are better able to access and 
take advantage of digital 
opportunities. The Trust will 
participate fully in this initiative.
Finally, the ICS Shared Care Record project has plans to 
include patient access within its scope.

“Citizens are at the centre of service design and have access to a standard set of digital 
services that suit all literacy and digital inclusion needs. Citizens can access and contribute to 
their healthcare information, taking an active role in their health and wellbeing.”

Providing patients with knowledge and access to 
information will allow them to make more informed 
choices about their own care pathways.

Digital inclusion for some patients may be challenging, 
therefore, careful consideration needs to be given 
to the level of involvement that may be appropriate. 
Offering choice is key.

Work with the ICS to develop comprehensive Patient 
and Community Engagement and Digital Inclusion 
Strategies 

• Further develop the requirements for the Patient 
Portal element of the EPR

• Contribute to the ICS Shared Care Record project 
to exploit opportunities for patient access

Clinical
Voice:

Key actions arising
from this strategy:
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4.6 Improve Care

What Good Looks Like (WGLL) success 
factor 6: Improve care states:

The implementation of the shared Acute EPR solution (see 
section 4.2.1) will support the Trust’s ambition to use digital 
solutions to improve care, using data and digital solutions 
to redesign care pathways across organisational boundaries 
to give patients the right care in the most appropriate 
setting. In addition, the Trust has initiated a number of 
other projects which will provide support in the interim, or 
alongside the EPR solution in promoting safer care. 

Specifically these are:

• Upgrading the Patient Administration system (PAS) 
from an unsupported version to enable an enhanced 
user experience, enable essential integration features 
(for example to support outpatient kiosks) and to add 
functionality to support bed management, enhanced clinic 
management and Referral-to-treat (RTT). An important part 
of this project will be establishing an ‘information culture’ in 
which the importance of documenting patient information 
in close to real time on the system becomes the norm for 
clinical staff, rather than relying on retrospective clerical 
input. Achieving this ‘real-time bedstate’, and ownership 
of the quality, accuracy, completeness, and timeliness of 
patient data by the clinical teams, are essential to the success 
of the other projects in this section, and in anticipation of 
the EPR. We recognise that this is an important cultural 
change project, not merely an IT system upgrade.

• Implementing a bed management system for the 
use of ward staff, site teams, managers, and information 
analysts with a test/pilot in place by July 2022. This may 
be based on the existing PAS or may be a complementary 
solution.

• Patient Observations Management Solution (POMS): 
the objectives of this project are to drive improvements to 
patient care through an integrated approach which will 
digitise patient observations to support swifter clinical 
decision-making and improve patient safety and outcomes, 
provide secure mobile clinical messaging to medical and 
nursing staff, and support the bed management process 
to enable more efficient use of resources. The investment 
will also address issues around existing Wi-Fi coverage. The 
project will commence in April 2022, with the new system 
being operational by September 2022 and full roll-out 
scheduled for completion in March 2023.

• Order Communications/Electronic Requesting and 
Reporting: the current WebICE roll-out will be completed 
over the next two years. We intend to make full use of 
this existing product and exploit the opportunity to further 
develop the digital/information culture.

• Electronic Prescribing and Medicines Administration 
(EPMA): this project is largely complete; however, we will 
look for opportunities to further enhance and optimise 
its usage ahead of the EPR implementation. We will also 
develop a business for implementing a Chemotherapy 
Electronic Prescribing system

• Shared Radiology Information system (RIS)/Picture 
Archiving and Communication system (PACS): the OBC 
for Norfolk & Waveney Diagnostic Assessment Centres 
describes a two-phase approach to the digital aspects of 
that programme. 

Phase 1, which is covered by that business case, involves 
the alignment of current Trust PACS/RIS solutions with 
sharing between Trusts facilitated by a Vendor Neutral 
Archive (VNA) and access into adjacent systems being 
permitted across the ICS. 

Phase 2 looks to introduce a single system wide RIS & 
PACS which is integrated with the EPR. As further plans 
emerge, the Trust will participate and this will be built into 
the workplan. Locally, we continue to embed use of our 
new Radiology Information System (RIS) and to incremental 
increase the number of requested investigations (for 
example X-ray/imaging) via ICE.

“Health and care practitioners embed digital and data within their improvement capability to 
transform care pathways, reduce unwarranted variation and improve health and wellbeing. 
Digital solutions enhance services for patients and ensure that they get the right care when 
they need it and in the right place.”

Improve care
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Telemedicine: a number of solutions to provide remote 
consultations, monitoring and care services, promoting 
patient choice and sustainability, have been identified. 
These include virtual clinics and video consultations using 
Attend Anywhere – this solution was rolled out rapidly 
during the initial response to the pandemic. During the life 
of this strategy, we will identify other telemedicine projects 
to pilot and explore such as the remote monitoring and care 
of patients using intravenous pumps in the community, the 
use of wearables and patient-activated recording devices 
(e.g. ECG), the incorporation of clinical decision support, 
artificial intelligence (AI), and support for robotics

• Improved digital, best-of-breed solution for 
Ophthalmology: Ahead of an EPR implementation, 
we will develop requirements and explore the market 
to identify a suitable replacement best of breed 
solution for ophthalmology that meets the specialist 
requirements of that service. When a firm date for 
EPR delivery is set, this decision will be reviewed to see 
whether the full requirement may be delivered within 
the integrated EPR

• Infection Control (IC-Net): Review current contractual 
position and assess the options for moving to a solution 
aligned with other acute ICS partners

Clinical
Voice:

Key actions arising
from this strategy:

• Upgrading the current PAS, treating this as an 
optimisation and cultural change project

• Select and implement a bed management 
solution

• Implement POMS and Clinical Messaging
• Complete the WebICE implementation and 

optimise electronic requesting and reporting
• Complete the EPMA project and optimise its 

usage
• Develop and submit a business case for 

Chemotherapy Electronic Prescribing
• Participate in the regional shared PACS/RIS 

programme
• Explore opportunities to exploit telemedicine 

and clinical decision support solutions
• Develop requirements for an improved digital, 

best-of-breed solution for Ophthalmology
• Infection Control (IC-Net): Review current 

contractual position and assess the options for 
moving to a solution aligned with other acute 
ICS partners

The explosion of digitally enabled healthcare systems 
provides us with many exciting opportunities. With 
the vast range of clinical systems being implemented 
or updated with digital technology within our 
organisation, now is the time to get involved.

The collaboration of clinical and digital professionals 
is providing the Trust with new and innovative ways 
of working, whilst ensuring optimal and timely care 
is delivered to our patients.
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4.7 Healthy populations

What Good Looks Like (WGLL) success 
factor 7: Healthy populations states:

With unprecedented challenges for the NHS as a result of 
COVID-19, it is absolutely vital that informatics provides 
insight and analysis to share good practice and to highlight 
areas of concern before they become causes of clinical 
worry. The QEH remains digitally immature but there are a 
number of exciting transformational schemes in progress to 
revolutionise the delivery of care within the organisation. A 
significant change is required across the whole organisation 
to develop an “information culture” in which decisions are 
evidence-based, supported by easily accessible, timely, 
accurate, relevant, and trusted information.

Information services within the QEH need to change too. 
The current working processes and procedures, team 
structure, core capacity, and workforce training all need to 
be improved and invested in by the organisation in order to 
support the internal and external customer expectations. 
Moreover, there are internal changes that will need to be 
addressed in order for the Information Services Team to 
deliver high quality reporting and analysis.

Discussions with stakeholders 
during the preparation of this 
strategy identified that there 
is an increasing demand for 
accurate information to be 
available shortly after the 
end of each month to enable 
management actions to be 
timely and responsive.

Our initial analysis has identified that what people 
want from data is:

• Trusted data that supports evidence-based decision 
making

• Access that is easy, timely and allows for personalisation 
(self-service)

• Standardised performance reporting

• Care quality information (qualitative and quantitative)

• Single source of data or ‘truth’

• Appropriate tools to view and tailor data

• Ability to leverage data for research purposes

• Real time information, tracking and comparisons

• Access to modern visualisations

• Seamless data flow

• Combined data from relevant health and care partners

The current processes within the Information 
Management (IM) team are manual and very time 
consuming, reliant on processing downloads of 
information from the Data Warehouse using a mixture of 
Excel spreadsheets and Access databases. The intention 
is to develop greater technical database capability within 
the IM team so the processes can be automated and 
streamlined using SQL to populate dashboards and reports 
to enable greater user self-service. 

This would require a change of skillsets within the team to a 
few highly skilled technical analysts who would develop and 
maintain the scripts, reports, and dashboards, whilst others 
would be released to focus on supporting users to access 
and analyse information for themselves and providing more 
in-depth, bespoke analyses where required.

“Organisations use data to inform their own care planning and support the development 
and adoption of innovative ICS-led, population-based, digitally-driven models of care.”
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The quality  of the underlying 
data held within source 
systems, such as PAS, 
also requires significant 
improvement. Currently, there 
is a lack of data ownership that 
prohibits the Information Team 
from responding in a timely 
manner and producing accurate 
output. The Information Team 
are committed to supporting 
colleagues through this 
improvement journey.

An Information Services continuous improvement 
plan is being developed with the following four high 
level aims:

• Team Development: to build a sustainable and highly 
functional Information Services Team that will be able 
to produce timely and accurate reports along with 
providing analytical narrative across the reporting suite

• Self Service & Automation: to migrate manual 
processes to automation, ensuring reports can be 
delivered against the core principles of data quality. To 
enable Trust teams to self-service.

• Visibility and Expectation Management: to work 
more visibly across the Trust to embed core philosophies 
of data quality such as data ownership. To improve on 
delivery of reports against those data quality values 
whilst setting expectations to the organisation of what 
the Information Services Team is here for and what the 
delineation is of responsibility for data ownership and 
report writing.

• Digital Improvement: to support the rollout of 
improvement projects to improve hardware and 
software across the Trust such as EPR and POMS.

Digital & Data Strategy - 2022-2025

The Information Services Improvement journey (April 2022 
– March 2024) is summarised below:

• Outline a clear vision for the team that will provide a 
purpose and identity

• Review the existing team structure and propose an 
evolved structure

• Deliver a business case based on any identified funding 
gap to deliver the structure

• Document all the recurrent Business as Usual (BAU) 
reporting by type, effort, duration and complexity and 
schedule this into a work schedule

• Devise a process for all inbound ad hoc requests to come 
into the team and to record, manage, communicate, 
track and deliver the request

• Provide internal customers with a clear ‘Red, Amber, 
Green’ (RAG) service availability that will inform ad 
hoc/project work schedules

• Provide a charter of expectations to internal colleagues 
outlining what the team offers and any asks from 
teams to enable a more effective solution

• Ensure teams and individuals become more visible within 
the Trust and regularly meet with key stakeholders

• Ensure there is a clear rota in place for appropriate 
office coverage, noting working from home has its part 
to offer

• Devise local annual leave protocols at sub-team level 
that will inform cross cover arrangements

• Develop and implement a training programme for 
technical skills such as Structured Query Language 
(SQL) and PowerBI

• Explore implementing accreditation e.g. from the 
Association of Professional Healthcare Analysts (AphA)

• Relocation to another office within the Trust alongside 
the Digital team

• Continue the close working relationship with the 
Digital team

• Review and propose amendment to the signoff process 
of reporting

• Continue to review processes for reporting completion 
and collation

• Improve the data quality function by developing the 
Data Quality team and remove validation aspects of 
the role from the team and embed within divisions

• Develop a self-service culture within the Trust
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We intend to achieve the 
following outcomes by March 
2024:

1. Team development
Skilled and experienced team in place able to fully meet 
business and system demand

2. Self service & automation 
Majority of BAU reporting is automated with a suite of 
reporting available on PowerBI to enable self-service. The 
Information Services Team to provide analytical services to 
customers

3. Visibility & expectation management
Information Services Team are visible within the organisation 
across all divisional, support and corporate teams. Ad hoc 
requests delivered with clear expectations and visibility of 
turnaround times back to requester

To achieve this requires a concerted approach which we 
will set out in an Information Management and Business 
Intelligence Strategy.

This will cover:
• Education and awareness to improve understanding 

of the importance of accurate and timely recording of 
data into digital systems as they become the primary 
source of the patient record

• Data quality initiatives to validate, cleanse and maintain 
underlying data, and identify a “single source of the 
truth” for each information item

• Reviews of staffing and skillsets within the Information 
and Digital teams to identify and address skills and 
training gaps

• Embed Information Analyst support within Directorate 
teams

•  A review of the BI toolsets and investment in making 
full use of those already available to the Trust, including 
exploring usage of the proposed ICS Health and Data 
Architecture (HCDA)

• The need to drive towards self-service and automation 
in terms of regular reporting and submissions where 
possible.

• A review of the opportunities for sharing skills and 
resources with ICS partners

• A review of funding requirements for Information 
Management We will adopt the principles from the 
national data strategy, ‘Data saves lives’ as shown 
below:

• All data will be validated at the point of entry to 
improve data quality 

• All data will be made discoverable - a catalogue of 
all data will help it be easily discovered and reused 
across all appropriate settings, where information 
governance allows. 

• Data will not be duplicated across disparate 
repositories - Data will stored once and shared, 
with availability and performance guaranteed for 
users across the system. 

• All clinical data stored will be made accessible 
to patients, their carers, and clinicians using a 
standard suite of APIs (Application Programming 
Interfaces) 

• People will be able to self-manage any data 
relating to contact details and preferences 

• Organisations should be able to self-manage any 
data relating to them, e.g. locations and types 
of services offered • Data should be digitally 
signed (electronic signature) in order to provide 
appropriate

The ‘Data Saves Lives’ strategy sets out the key data 
architectural principles to be followed: 
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We will contribute data and resources to the 
ICS-wide population health management 
platform (Health Care Data Architecture, 
HCDA)
Utilising this intelligence, will inform local care 
planning and support the implementation of 
new ICS-led pathways
Leverage the ICS-wide solution to improve 
personalised care models that utilise digital 
platforms to coordinate care seamlessly across 
settings

• Delivery of the Information Services Continuous 
Improvement Plan (Workplan)

• Development of an Information Management/BI 
strategy

• Automate data transformation and analytics 
processes within the Information Management team

• Improving access to and the use of information
• Participating in the ICS HCDA programme

The importance of accurate, reliable, and timely data is 
not lost on the wider Team QEH.

The clinical input required to support data retrieval and 
collection must also not be overlooked. Effective and 
timely documentation is paramount to support our 
Digital and Data colleagues with data collection and 
dissemination.

Key actions arising
from this strategy:

Clinical
Voice:
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1
Establish a programme for Board governance that regularly reviews digital and data strategy, cyber security, services, delivery, and risks, 
underpinned by meaningful metrics and targets including those in the Digital and Information Improvement Plans x x x

1 Developing an annually-refreshed Digital Communications plan x x x

1 Develop a programme for Digital Health end-user education x

1 Produce a report for the Digital and Information Forum clarifying the ownership of system and information assets x

1 Participate fully with the other two acute Trusts in the development of the EPR business case and the procurement of a suitable supplier x x

2 Complete the Benefits Identification and Validation Activities. Complete and maintain a Benefits register and focus on achieving the 
identified benefits 

x x x

2 Complete the EPR Organisational Readiness Assessment and implement the recommendations x x

2
Develop a comprehensive telecommunications strategy for the deployment of a modern telecommunications environment ahead of the 
move to the new hospital

x

2 Ensure that that the telecommunications strategy fully addresses requirements for mobile and remote working x

2 Review network demand and performance following the completion of the E-Observations project and identify any further required 
enhancements

x

2 Roll-out improved wireless communications to wards x

2 Roll-out mobile devices to users as part of POMs x

2 Engage with partners across the ICS in implementing the first phase of the ICS Unified Digital Service and further developing and specifying x

2 Complete ITIL training and implement compliant procedures across the Digital Service x x

2 Complete Microsoft training programme for technical staff x x

2 Develop an approach to identifying, developing and retaining talented individuals x

2 Complete and annually refresh a training needs analysis and address findings for all Digital Team members x x x

2 Develop an over-arching Trust IT Security Strategy to cover the actions from WGLL x

3 Develop a professional project and programme management training programme x

3 Ensure clinical systems and tools meet clinical safety standards x

3 Develop resilience within the Information Governance with succession planning for key individuals x

3 Expand and develop the Digital PMO x

3 Support the actions in the People Workplan to deliver Technology-enhanced learning: x

4 Implement Service Desk enhancements as set out in the Digital Improvement Plan x

4 Develop an approach to delivering 24/7 service management support to users x

4 Review usage of e-Rostering system to optimise usage x

4 Provide data to support the ICS Shared Care Record as enhancements and upgrades to PAS permit this x

4 Support the actions in the People Workplan to deliver Technology-enhanced learning x

4 Work with the ICS to develop comprehensive Citizen Engagement and Digital Inclusion Strategies x

5 Further develop the requirements for the Patient Portal element of the EPR x

5 Contribute to the ICS Shared Care Record project to exploit opportunities for citizen access x

5 Upgrading the current PAS, treating this as an optimisation and cultural change project x x

6 Implement a bed management solution x

6 Implement POMs and Clinical Messaging x

6 Complete the WebICE implementation and optimise electronic requesting and reporting x

6 Complete the EPMA project and optimise its usage x

6 Develop and submit a business case for Chemotherapy Electronic Prescribing x

6 Participate in the regional shared PACS/RIS programme x

6 Explore opportunities to exploit telemedicine and clinical decision support solutions x x

6 Developing requirements for an improved digital, best-of-breed solution for Ophthalmology x x

6 Review options for Infection Control (IC-Net) x x

6 Delivery of the Information Services Continuous Improvement Plan (Work Plan) x x x

7 Development of an Information Management/BI strategy x

7 Automating data transformation and analytics processes within the Information Management team x x

7 Improving access to and the use of information x x

7 Participating in the ICS HCDA programme x x x

Summary of Action Plan
Figure 5.1: High Level Action Plan below shows a summary view of the actions for the next three financial years which will 
be monitored on a monthly basis by the newly constituted, Digital & Information Forum (DIF):

Success 

Factor

Action Year 1 Year 2 Year 3

Figure 5.1: High Level Action Plan

5.
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Strategy refresh
Whilst this is a three-year strategy document, it will be 
review and, potentially, adjusted annually to ensure that we 
remain aligned with the developing EPR and new Hospital 
Programmes. 

6.

• Delivery of the Information Services Continuous 

Improvement Plan (Workplan)

• Development of an Information Management/BI 

strategy

• Automate data transformation and analytics processes 

within the Information Management team

• Improving access to and the use of information

• Participating in the ICS HCDA programme

The wider inclusion of medical, nursing and AHP staff is 

paramount to effective collaborative working.  In order to 

utilise the skills, knowledge, and professional awareness 

of all Team QEH, we need to promote the benefits of this 

type of collaboration. 

Input into process and systems from the wider team, 

ensures effective, efficient, safe, and sustainable methods 

of continued professional multidisciplinary working. 

Key actions arising
from this strategy:

Clinical
Voice:

The 3-year workplan will be 
refreshed annually along with 
a report on progress to date. 
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• Alan Brown
• Caroline Shaw
• Laura Skaife-Knight
• Denise Smith
• Dr Frankie Swords
• Alice Webster
• Chris Benham
• Carly West-Burnham
• Mary Burney
• Nigel Hall
• Sarah Jones
• Phil Cottis

Vice Chair and Non-Executive Director 
CEO 
Deputy CEO 
COO 
Medical Director 
Chief Nurse 
Director of Finance 
Director of Strategy and Integration
Director of Transformation and Improvement 
CDIO 
Deputy COO 
Head of Information Governance

The following stakeholders were interviewed: 

Additionally, presentations were made to the following groups and their views sought: 

• Digital Forum
• CCIO Digital Monthly Meeting
• Trust Governors’ Business Committee
• Senior Nursing and Midwifery Meeting
• HMSC
• Junior Doctors

2022 ROADMAP

Appendix A:
Stakeholder Input

Infrastructure
Projects

Asset  
Utilisation

Cyber  
Programme 

Continuing the Cyber 
Essentials Programme and 
compliance requirements 

Radiology 

Delivery of phase 2 schemes 
programme for Radiology 

Infrastructure  
Refresh

 Refreshing, upgrading, 
replacing end of life hardware 

(e.g. storage, Operating 
systems, PACS. PAS)

ICE System  
Expansion

Sweating our asset (e.g. 
review and expansion of 

E-requesting, service provider 
list and other available 

modules)

Wristbands  

Rolling out the new 
Wristbands solution Trust 

Wide following the successful 
pilot and allow compliance 

with standards.

Server Room 
Refreshed

Refurbishment of our main 
server rooms

Point of Care 
Integration

Integration of our Point 
of Care equipment and 

middleware to allow access 
to results via our WebICE 

solution

Technology 
Infrastructure

Delivering leading edge 
digital infrastructure

Cancer  
Services 

Utilisation of additional 
modules in our Cancer 

Services system SCR (E.g. 
Remote monitoring, e-referral 

and E-tertiary)

Informatics 

Providing the right 
infrastructure to support our 

informatics requirements 

Equipment  
Checking 

Expanding MyKitCheck for 
Anaesthetics Equipment 

Checking to address CQC 
requirements

New solutions 

EPR

Continuing to support 
and prepare for the 

implementation of the 
Electronic Patient Record 

E-Obs (POMS) 

Delivery of the electronic 
solution for patient 
observations, bed 

management, clinical comms

Pharmacy & Chemo

Continuation of our EPMA 
solution to remaining areas 

and Electronic Chemotherapy 
Prescribing solution

ICS Systems 

Digital enabling and 
supporting ICS related 

schemes (e.g. MyPreOp, 
ICNet)

Cardiology 

Supporting delivery of a new 
Cardiology Image solution 

and Prism 

Emerging Solutions 

Supporting emerging 
technical solutions (e.g. 

wearable/ consumable tech, 
virtual wards, Medical device 

connectivity)

Major 
Upgrades

PAS Upgrade 

Upgrading our Patient 
Administration System to the latest 

version of software

WebICE Software  

Major upgrade of our  
Critical Care System

Teletracking Upgrade  

Major upgrade of our Portering 
Solution (software and devices) 

Other Upgrades 
 

Upgrading of other solutions 
(e.g. Emergency Care Data set, 

Wardwatcher , Pyxis)

Blood Track Upgrade  

Major hardware and software 
upgrade of our Blood Transfusion 

Solution

Estates 
Enabling 
Schemes

 

Digital Infrastructure enabling 
for West Norfolk Eye Centre, 

Endoscopy Unit & Modular build

Refurbishment  

Refurbishment/decant wards (e.g. 
West Dereham, Brancaster)

Resilience Schemes  

Provision of resilience networks for 
Emerson and Sandringham 

Future Estates Schemes 

Digital design and enabling 
of future predicted schemes  
(e.g DAC, new hospital, A&E 

expansion)

 

Single Digital premises to support 
the Digital Workplan for next 5 

years

WiFi 

Upgrading and expanding 
our WIFI infrastructure 

Our strategy was drafted with reference to the James Paget NHS Foundation Trust’s Digital Strategy and was shared with 

the Intergrated Care System (ICS) Chief Information Officer for comments and feedback.
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